" orEs L0 New computars without any intervention or knowladge of the user
e infects computers by attaching to saftware code

:/é' surf-rm:ih:atrng

2.1n whiat Way are 2ombies used in seourity attacks?

e They arg maficiously formed code segments usad to replace legitimate applications
o Thay probe 3 group of machines far open ports to learn which services are running,
o They target specific Individuals to gain corporate gr personal information

o They are infected machines that carry out a DOoS attack,

3. Whieh tool is used to provide a list of opesn ports on netwark devices?
S

@ Ping
o Whais
e Tracerl

4. Which type of attack allows an attacker to use 2 brute force approach?

& social engineering
o denial of saryice
o nﬂﬂkelsnﬁﬁng

& AA5sword cracking

5. What is the primary gosi of a Dgs attack?
o tofacilitate access to externgl networks

WWnnt the target server from being able to handie additional requests
o to abtain ali addresses in the a0dress book within the sefver

@ 1oscanthe data onthe target sarver



6. wWhat isthe purposs of a rootkit?

o loreplicate itseif independently of any olher programs
vd’aam privileged access to a device while concealing itself
¢ todellver advertisements without user consent

e 1o masquerade as a legitimate program

7. Which example illustrates how malware might be cancealed?

o Ahacker uses technigues to improve the ranking of a website so that users are
redirected to a malicious site.

e Arnattack is lsunched against the public website of an anline retailer with the abjective
of Blocking its response to visitors.

o Abotnet of zombies carry personal information back to the hacker,

\V‘:‘ email is sent to the employees of an organization with an attachment that looks like
an antivirus update, but the attachmant actually consists of spyware.

8. What is the most common goal of search engine optimization {SEOQ] paisoning?
@ 1o trick someane inta installing malware or divulging personal information

¢ tobulfld 2 botnet of zombies

e to overwhelm s network device with maliciously formed packets

o frease web trafic to malicious sites



