
CCA-102:DataCommunications

1.Whatarethedifferenttypesofnetworks?

 PersonalAreaNetwork(PAN)

 LocalAreaNetwork(LAN)

 MetropolitanAreaNetwork(MAN)

 WideAreaNetwork(WAN)

 WirelessLAN(WLAN)

 VirtualPrivateNetwork(VPN)

 StorageAreaNetwork(SAN)

 EnterpriseInternalPrivateNetwork.

 CampusAreaNetwork.

 System AreaNetwork.

2.ExplaintheShieldedtwistedpair(STP)andUnshieldedtwistedpair(UTP)

ThedifferencebetweenUTPandSTPis UTP(Unshieldedtwistedpair) isa
cablewithwiresthataretwistedtogethertoreducenoiseandcrosstalk.Onthe
contrary, STP(Shieldedtwistedpair) isatwistedpaircableconfinedinfoilormesh
shieldthatguardsthecableagainstelectromagneticinterference.

3.Whatisdifferencebetweenbasebandandbroadbandtransmission?

Thepriordifferencebetweenbasebandtransmissionandbroadband
transmissionisthatinthebasebandtransmissionthewholebandwidthofthecable
isutilizedbyasinglesignal.Conversely,inthebroadbandtransmission,multiple
signalsaresentonmultiplefrequenciessimultaneouslyusingasinglechannel.

4.Whatisthedifferencebetweenahub,modem,routerandaswitch?

Hub

HubiscommonlyusedtoconnectsegmentsofaLAN(LocalAreaNetwork).
Ahubcontainsmultipleports.

Switch

Aswitchoperatesatthedatalinklayer(layer2)andsometimesthenetwork
layer(layer3)oftheOSI(OpenSystemsInterconnection)ReferenceModeland
thereforesupportanypacketprotocol.



Router

Arouterisconnectedtoatleasttwonetworks,commonlytwoLANsorWANs
(WideAreaNetworks)oraLANanditsISP.s(InternetServiceProviders)network. 

5.WhenyoumovetheNICcardsfrom onePCtoanotherPC,doestheMAC
addressgetstransferredaswell?

Yes,that’sbecauseMACaddressesarehard-wiredintotheNICcircuitry,not
thePC.ThisalsomeansthataPCcanhaveadifferentMACaddresswhentheNIC
cardwasreplacebyanotherone.

6.Whentroubleshootingcomputernetworkproblems,whatcommonhardware-
relatedproblemscanoccur?

Alargepercentageofa network ismadeupofhardware. Problems inthese
areas can rangefrom malfunctioningharddrives,brokenNICsandevenhardware
start-ups.Incorrectlyhardwareconfigurationisalsooneofthoseculpritstolookinto.

7.Inanetworkthatcontainstwoserversandtwentyworkstations,whereisthebest
placetoinstallanAnti-virusprogram?

Antivirussoftwareontheserversandattheendpointworkstations.This
softwareshouldbecentrallymanagedtokeependusersupdatedconstantlyandto
minimizeusermeddlingwiththesettings.Goodantiviruswillalsoprotectemail
clients.

8.DefineStaticIPandDynamicIP?DiscussthedifferencebetweenIPV4andIPV6.

Dynamic means"constantlychanging."Theprefix dyna means power;
however,dynamicIPaddressesaren'tmorepowerful,buttheycanchange(orbe
changed).

Static meansstayingthesame.Static.Stand.Stable.Yes,staticIPaddresses
don'tchange.

IPv4 IPv6

IPv4has32-bitaddresslength IPv6has128-bitaddresslength

ItSupportsManualandDHCP
addressconfiguration

ItsupportsAutoandrenumbering
addressconfiguration



9.DiscussTCP/IPmodelindetail.

 TheTCP/IPmodelwasdevelopedpriortotheOSImodel.

 TheTCP/IPmodelisnotexactlysimilartotheOSImodel.

 TheTCP/IPmodelconsistsoffivelayers:theapplicationlayer,transportlayer,
networklayer,datalinklayerandphysicallayer.

 Thefirstfourlayersprovidephysicalstandards,networkinterface,
internetworking,andtransportfunctionsthatcorrespondtothefirstfour
layersoftheOSImodelandthesefourlayersarerepresentedinTCP/IPmodel
byasinglelayercalledtheapplicationlayer.

 TCP/IPisahierarchicalprotocolmadeupofinteractivemodules,andeachof
them providesspecificfunctionality.

10.WhatisaWebBrowser(Browser)?Givesomeexampleofbrowsers.

Awebbrowserisasoftwareprogram thatallowsausertolocate,access,and
displaywebpages.Incommonusage,awebbrowserisusuallyshortenedto
"browser."

e.g.googlechrome,Firefox,Microsoftedge

11.Whatisasearchengine?Giveexample.

Asearchengineisaweb-basedtoolthatenablesuserstolocateinformation
ontheWorldWideWeb.Popularexamplesofsearchenginesare Google,Yahoo!,
andMSNSearch.

12.WhatistheInternet&WWW?Whataretheusesofinternetinourdailylife?

Theinternetisa globallyconnectednetworksystem thatusesTCP/IPto
transmitdataviavarioustypesofmedia.

Theusesofinternetinourdailylifeareveryimportant.Weusetheinternetfor
almosteverything,especiallyinonlineeducation,sharingamomentwithafriendby
sendingaphotothroughinstantmessaging,orderapizzaorbuyatelevision,etc.

13.WhatisanInternetServiceProvider?GivesomeexampleofISPinIndia.



ISPsarecompaniesthatprovideInternetaccesstoitscustomerslikeany
company,mobileuseretc.

e.g.airtel,Jio,BSNL

14.DiscussthedifferencebetweenMACaddress,IPaddressandPortaddress.

1.
MACAddressstandsforMedia
AccessControlAddress.

IPAddressstandsforInternet
ProtocolAddress.

2.
MACAddressisasix-byte
hexadecimaladdress.

IPAddressiseitherfour-byte
(IPv4)orsix-byte(IPv6)address.

3.

AdeviceattachedwithMAC
AddresscanretrievebyARP
protocol.

AdeviceattachedwithIPAddress
canretrievebyRARPprotocol.

15.HowdoweviewmyInternetbrowser'shistory?

 SelectSettings> Privacy,search,andservices.

 Under Clearbrowsingdata,select Choosewhattoclear.

 Chooseatimerangefrom the Timerange drop-downmenu.

 Select Clearnow.


