DIGITAL BANKING

DIGITAL BAMKING

Digital banlong 1= the move to onlme

barittlig  whes  banking  ssrdiies  am
il v=mea aver them=mes The advani=ces
for |hanks ane otomsrs e providing
moie corrvanmnl amd fin‘l.r-l:ﬁ!nhlng
s wloes,

it nyoues  high levels of process
awiiloiallmy  and  veelslaved seivives
Inelugs A~is— enablifg  cross-
irstitutionel sErvice compostion o Cebve

and may

hanking peocucts and provice transactions
it pravidza= she abliey for users to Access
financlal data thiough desketop, mobdle
and AT services.

Examplae of digital banking services
and compoanies are:

TagPay - ecftyvare company that deve open
8 Digitat: Bank ng System

Slripe - aniioe zaymenl anvewmment
e L T L TR

Adyen = ecprmmerce for cigksl compenes
including Focebane

Major benafits of digital benatits are;
BiElne= efflcla ndy, Cast Svings, Incoasod
AnGUrAcy Imiprashed ShmRetinaneis,
Gragtzr agility ang Enhames s=curity
Emerging frms of digital banking are

> BEaas - Banking = = Service (allow
fer thirc sarty (rtegratian)

F BaaP - Junklng 25 o 2laifurm (fe
InfEgatng cora SvsimmEe wWirh safhwars |

- Cloud-based Infrasbructuie
| Hiowa e raliance an IT 4kaff

= White Labe Banklng [euch 22 Co-

Branded sreclt cards).

‘h=Es g0/ ufichs bl oh enharniced techinacsl
archiinclures ot wall a5 diTerenl business
TR i

Hobia Banking
Moblie phopes 2= 3 medium for
extznding banking sarviess,  nave

sttaireed  greater sgnificapoe becsuse of
their ateqamous nature. The rapld growth af

mahle users 0 Indiz Ehrough o ardes
coverage of mablle phome setrbrks, Hive
made  thn omedhoy an bmpaitant
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platlonem o witeinidling  Dankdig
serices 1o every segiment o banking
Clatitele n gerieial and e unbanhial
SEGMERT I partkeulst Exr IHPE

"Mobile  Baibdng  tianeaction”
wndertaking
ohenes By benk cunbimsrs 1hak

R
adnlaryg  trEmsartings  using

muahle

frvaly B acressing / ofedit S debit T Fher |

#eoounts:
For opemtionalising Mot Banking n
Ingla, Statuery Gdeines  ssued by

Reservo Bank of Indla wmdar section 12
ot Payment & Setjemant Syetems Aer
L1007, [ACT 5L of 2007

The guldelines are apdionhle sl
comimerdal tankE [nciuding Begions Raral
dafes), Wraah Cotpenitive Smbus StEtn
Cooperptive BEnks gnd DistAd Cangral

Capzeranyp Banks, Tho guidalnes, fins iacs |

pllow|ng. & wide camelitEbve oices= wiin
The stakesplders, were frst Issued In
Oclober 1008,

Barsg are permitted ta offar mablle |

hankdng services (Hhough SME, USSD er

mblle banking apsileatlon) sftes ebtaining |

reteetaly permisthon fram che Debartment
of Paymant & semiafmest Systaqin, Pesans
F=hw of I8d|d. Mehiie: Banking - =efvices 3o
0 b2 made avallable to bank customens
TTESSECTVE e’ 1he matie r?!!'ﬂﬂ'h:

The guidelines Esues DY Fesecve Back n
“Wnow Your Customer (0VC]
Mooy Laundering [AMLY" and
“Combating the Financing of Terrorism
CErY from time to
applicanie To mobile oasad Enong ssnoces

alna.

Bzns ahialll lle Susplclous Transmction |
Report (STR) = Fimancal foteliigence

Unlt = Enfla (FIU-IND) ‘o0 maebile
manking franmarans A M the == o
parresl Dank|ny ansaclions.

MFIN GeEneration far Moblle Banking

In ordsr o agdeess- U= t=lengss o

axtending tne faclisy dF MPIN goneration |

ta the customers reglstared for mablia
anking, matks have Lo exdgiofe Varous
sotinmm I ondes o guizksn the sroosdy o
“PIN  gersrabion amd =lsp wWidsn  the
seeesabity. t6  their  mabiie  BaRking

Cheninl | Pugicherry | Madurzi | Trichy | Salem | Caimibasone |

£rods | Namekkal | Tanjors| Tirumahéell |

Trweneram | Erravdlam | Eengnlisry | Shandigarm

“ant! |

frme wodle be |

peislmred cunlome s, banky can ogbislded
adopting varous channels [ methods
sich as

- Torough  the ATM channels
(ubimilfar to volior avasatle M angs of BIN
on thEir g AfkiE 3z owell 3= (n o
opeefabin ATM nelworks |

- Taraugh @n aptlan providsg 0 the
USSED rmeem formozie bankjog (bath Eheir
own USSE platform., 1F any: as will a5 under
the inker-goerane 1250 Fathm formabine

Banhing)

- Hanks' owm bitermet  banking
wehsite, with ~sceeeary safecarde

¥ Lee nf MPIN malless (ke PIN
miallers forcards)

- common website can zse oe

degigfied ag pn ndUsty InitiEtive

Traftgctons up B Rz 5000f- 57 =
Fochibatee by Bankin withoyr end-ta-snd
snciyption. The rsk aesecis mvoived =
GUEh Erynaactions maY be addressed By e
banle throug | seleousks seourlty Mesaurss
Ta oasure Intor-oporahility bebwean
banks snd between thelr mizolle banking
sefdice provider, banks shafl adopt tne
massage formalk Nke IS0 BEB3I, with
critshie fmodificatiss o addross saedie
mees

Eanks are permitted oS modlie vanking
facility ot dottomers Without any
dally cap for tramnsactions (nvolving

purchase of goodsfssrneonz  Howewver,
Barihs rray b in plege s Ldneactivng
fdependmg an tha Hank's omm  rmEk

parcetilion, wilh the epproeal of s Board.

POS (Point-D{-Sale)

= A Point-0f-Sale (POS] o colmt oof
puirchase [ POF) s the e ane plare wWhers
a I=tBll WeassBcHen = complst=d.  Altes
receiving payment the me=chant may
Fealum a reeipl [ur Ehe Gaosackicn, whHidh |=
usnEily | prinfEe i B memssngly being
dispensed wilh ur sent elechromcally

« Ary Barm af pay e can be Lsed, sueh as
cash, dabit caede, orediE caepa b=
il rmirtE gng even Sitcaln

wenw AATCEInstitutoin
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Pary hills online

« Thia tesnnalngly 5 sast up Ut oo pay blils
‘afllre; the fezscn bahind S8ttng sz khis
tocnrolagy I2 minimizing the use of
paper snd  gulng  gresn by almEly
trensforting manay arline To thd-be nafciary
e It yeut mlectriclky B gas b, phone bill,
DTHE recharges, =te, most. of yeur ol
payrments: dan pe made on  lne Ehroigh
INERTTRE AN Wire Tranees

s Usng thisfac|ity, you can Keep a track
o yuul scoounl, esiimale the inoney Vi
conaumer manthly, Snalyze your budger
and &lso glan youl sayvimgs ofline by sesing
virrl pus invastment options avalatie for you
gl

CORE (Centralized Online Heal-tme
Exclianga) bariking

* CORE banking = anywhere banking with
the sime senk ba 8 ang Seation

= All thiz can be-dena without sending the
choque  outstaben  for  cEering bha
Lrefisaciion, THis saves on timd and mibney
fer gendinmg ths chague fof cieafirg to
anather city

» HBasmltg ol e and et nodk tethinglogy
allivd & neré o cEntralle jits reus.ul
ez pingand allew stce=g from any is=tien,

« For example. [Fyouw have brl docaunt with
ABECH Dank LTD, in ¥ s@don ar X branch
You can algd prodess your Liarsaction In Y
Tneation ar ¥ hrasm

Near Fiaid communiantion [(NFC)

TL e a sl t-vanrgey wireless ik based on
Radl o-Fraquency Trdentificatinn
Technology [3517) thal bas the sy to
transfer smallamognts of data betwesn Two
dagices hels coseto each athes. The SIM
EEME 1A 6 pRONE SETS & Snsart eard that
Identifles youratosunt ta & netwoik . On
NFC phones, tha STM zird acts & Secure
Elemyent 12t car hede sbh=s apps sech 25
pajirent cardn. For banking, NFS ISeorifes
BR . ipgleingial gRg Kefher BRRk  RTSSsRb
Information boa combuter dewics,

MFE = samething that we sciuslly =sa-all
drourd Uk Think access carde i holel
roama and offices, metro traln cards.
car keys. e-lckels printeul machines,
atr, Most glabzl miobie ahorkss have NFC
cHpabilifti=s that can be used for vanoos
firasoal ranbactions.
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The-acvanteges thet MRC transaddions offer
are galore. Far starters. thera 15 no meed 1o
ALURE Tos TRET o A RgE e Sss To
caurt: Ne need o Sand © thoss dreadhil
flrLes har P, Hirtenirmtem trayressetion
emerE, Thae —aney I pratscted sven when
yau loas ypor phone. Te emahble NFC
transoctions tiougl your phooe, vou
simply nend o hale & phone with an NEC
chip and thes Hve to dbveiload ko app (ks
Gopagls Watllet o Apale Pay) that conmecs
with weur bank-acoount’sredit card = Hebic
card oF A prepald doeount that ol havs
connected o

PMlastic Maoney

HHastie Mangy contiEs In 3 shepe ol Mastey
card, debit card, credit card: amd ATM
cardl, The basic purpess of plaslic Musey s
o fasicese the Penple sasily and quickiy
in case of Cash/Monwy Toamsaction,
Teowmnaagy for baninng ras  almpdiied
banking and reduced tims & comsumed o
procésT Taranchion by Intredudng  the
".ﬁl'lqwmg af Wers & waETioUs - typss o
ol TroTHY

L. Dehlt cards & Credit Carfds

« A debil card (zi50 &nown 353 banll cerd;
Slastic ard of eRSckocard) i3 a plastic
payment card NSt cas be uied Instaed of
casn when maning purcnases. It s seniiario
& £radit cafd, pul WikKE a sFEal cara, the
ey comes dlrectly from Ehe usar's

bank account whan  performing =
wansaction.

s [lpait radds arg Issoed By banks sne are
Inled to-3 bank accourt. VWhersas Cecl
cards 5 lssubd by banks ) other
antlties approved by RET

» Debit cards con be used for shopoing,
paying mrfusl_grocery, withdrawng maney
fom ihe autometed Celher machioe The
cred® cands are wsad for purchass of goods
and services ol Pors of Sale [POS) and B
commeres [enlinE  purshanel /o Thisgh
Int=ractive Vi Resomese | VR Reurrim
mansactioeal Ml Gnjer Tapphans GriEr
Mool

2 ATM |automsted Teliar Machins)

A7 Autommated Telisr Machime (AT 1
An eslpctrnsle febtameminieatisnd deules
Ersockal

financlal

mat  enshbles  <cuctomers af

ettt s ta periarm
travmactioms, such 28 cash withdrawaks
LEporitd,  tasater  Fusids, el shtalning
scoount  Informeton, at any Lime and

Crieninal | Pudicherry | Madura! | Trichy | Salem | Caimbasore |
Erode | Namalklal | Taniore| Tirunelvell | Trivagrum |
Ernakulam | Bengaluru | Chandigarl| Véliore

B

withoot the nead for Hirac Interactlon whth
bamli -etadT.

hicie Siate Mading hKlghest mufmber of
ATHE  Maharashira, Indla's fest n-'.u-.-;
ATH e Ahmedahad, Sujarat

Types of AT

Oifferent Tyses of ATM ar= as Follows:

1. Onsfte ATM - Vilthin the pemiss of
Erank,

2. Offsita ATM - Oinside the bank premises
{Shscxng Malls, shepplhg rmedoets,
alrparis, houpbaln, bulinecs asess et}

3. White Labet ATM - Provides by NEFET
4. Grean Label ATM Fidulded Tar
Agricultural Transastion

S. Pink label ATM - womren Banliing
(Laupcnas By SBT)

&, Worksite ATM - Ti located within tne
prEmizez of an coganisabion end 3 genss3iy
el waly  for e wmpiovess of e
organsation

7. Orange Label ATM - Provided for Shars
TIOrBATTa T

B Yallow Label ATM - Plowidsd far B-
GO

2. Arown labsl AT - Hargwars ard toe
jeasie of Fhe ATM fachine &= abfa by &
pevice pravider, it casn managamsnr and
conmmecttvity to BEnalng  netelorks g
pravided by 5 IpaRsor Gank.

i, Cash Cispenser -Allows only =an
WimirAwniy, nDalanes HF'I.l'||IiF'|' anad  miAl
stetement reguests. Cssh Dispensar (CO).
11, Moble ATM - refars B dn &TH that
mov=s In varols areas fol the customers.
Fow private Des ks fave intfoduess ATH on
WHES|E,

Time limit For resclution  of the
complaint pertaining to fafied ATM
transaction:

Thae W ety for pesolution: of gustunm
campames by The ssang banks, ia withm J
ﬁ:rl':ll"'lﬂ deys fram the tals of reomed of
fntmmer sampialid. Hengs the Bane (=
siquprsed W ool U
At=nunt within 7 weerking days, Far *slure e
Te-TEdlf the L'J.H.E.'ll'l"l!l"!.- arrmiint witnin 7

CEtoTET R

waorking 2ays oF rezepl of the comprain
freon e amstomier, bl Lank b8 abils o aey
RE 100 par day 2 cofmipEnsaion o the
CUSTI™IEr.

Frepaid Cards:

- Precaid carcs ars igsusd by banks
Sman-hanks agal=ar the walien pald in
advanca by the cardholder s+d skorad |n

v RACEDnstitutc:in
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such sads whidh can be Ssted: 35 smert
carss ar chip cands Intemet wallets, mebilo
ALCOLTES #1T

» The masimuin valie that @ be
starmd | & prepald cand &t Ay polnt of Hee
& Rs 50,040,

P The prepald eamh lssied ty Ine
banks can be used to withdrew cash
from am ATM. purchase of goods and
perulces ot Foink of Sake (FOSY) E-oommar e
(omling purchass) and-far domeastic fund
transter from tne person t andther. Such
preoald carde ars KmoWn 48 obieh gyeteEm
prEnaid catos,

S Howeyar, The prepald. cards: smsued
b autHe Fised nan-bank entities can be used
anly for purshase of goods and: s=rvices at

Paint of =Zae [(FOS)E-commerce (onlins:

purchasa) and for domestic fund tansie
from one persEn Eo 250MNer, Such presawd
coros arm ewn s somi=closed systam
prapald cards,
- Thess cards can D& used only
domestienlly.

This t2rm prepald sare ay b bsed b orafie
o the Pelipred rg:

- Propald debit caid, 3 card that
d=hits mapesy T an assweingted sresunt
that ordimarily ~sguires uses of 2 #ik cods for
veARealion

- Prapaid oedil cad, & cerd thal
ARATE mansy Friim an ARmsclarad Ancodmt
that orclmarly ueek a sighature rather Ehan
i FIN far veriBeation

- sStored-value card, = caod thabhas

A monctasy vakoe thet = codorded == dato
on Eh= cared =2l and thus cin e uzed
withowt anling acces=- Io an ZsE0ciEtd
[l el¥

Othan Types of Cands:

1) Syt Caneli

- I-eontalts an elestronic ohig which
Iz us=l lo stwrz e cash. Thas & o
reiliremient af ary stonste, |de=nif e
Ald  pEymant  aumossstion,. Tee  dxart
ampunt = dedactad frmm mE smEm eand
during paymerl and B oolec=d by e

ST cand read mackines,
2} Co-Branded Cards
- & craglk cerd lkat (8 offerdd by Lthe

eredit cabe  cnmnpany  that 10 aietly
zponsared By-bank and = rekdi| merdiant

FaQlEoeoeg S
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These cards_ganer=fy cavered wiih vaaely
¢! incentivas such as dlscoints and rebates,

2} Rupay Card

- Rugsy Cave i3 the Inddlan verslon
af debit/credit éand. It & ®milss to
nEmatanal cords sueh gs Mz and Yise.
[t i lFunched by NPCL [Natioral Payman:
Corporation of Indis) in [ncle. &Y rialor
sokle sactdr banka teive tarted mEsuing
Awipay Card.

- Banaellts of Bupay cardi

. Trafmsschion cost /= rédoced with the
nelp al Rupay card,

- Us=rs get alertfar svery Banssction
TIagE through thic card,

- Processng fee of Rupay card &=
cunsiderably o s compared B othe
credit/nebe cands:

4) Klsan Credit Cards

- Wisam Gredit Cars 2 0 someme o
m‘dﬂ_tlnuﬂy it} er=dlivte Tarmmers omes
thelr  presUdios crealt moeds  besides
mesfing Imags reauls for iizas Credir Sapds
cordbfigeEZy ﬁpm'i"d ExXpenzes relitad
= anclliary  petliiies  througgh  almpiiied
srocadure. The Kisan Credit Serd offiering
creait B0 FArETS |h tao typed Cash Credit
B Term Credit.

Payment and Settiement Systoms n
Indla

Payment and -setlement systoms In
Indie &g payment sod sedigmsnt sysiems
T Ingdd for fimaroial FaEnssojans. They 3T
covered By [he Payment and Sottioment
Systemsg Act, 2007 (PSS Act), i=giciates
n flecemaer 2007 =no regulated by the
Reswrve Baith of India and the Boacd for
tegulatnn and Supsranion of Bayment anrd
Sl Lyl 51|:||'|.'I'|Trl'..

frele s muliTile myments ant sstilemem
syezeme, Lot o — et suktienment
SYSTRINE, For gross sestemeant india has A
22l Tipre Srcss S=tdamsnt (RTES) systam
cEtag by the s3ma rame ang rat s=tdament
sysiE e Electronip Clenrng Seivices
[BCS Credit), Sleroniy Cearng Services
[ECS Debit), credit canfa, deiit cards, the
Yatiprgl Electonlc Fund Trangfer [ NEFT)
sv=em and Immediste Paymeht Serlics
[IMPS]

RTES [ Real Time Gross Sattiement)
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" The acranym RTES st=nds= for Raal
Timm Gross  Setfhement wheeh can e
defines @ fre comTnUous  rERl-siiee)
sttt 3f firde tranafers Indiviglally &n
Anorder aY ot DEsls Lvikhaut Asting)

. The BTGS2 oyvs=m |5 pritEr ly m=ank
faf [Rras vilue EFRRssctisne

. Toe mintmue dniount o be
rEmittEd through ATGES |8 RS2 lakh.

W Thersiz no uppel ceillog “or RS
Eranaactinng,

* Szreficlery Bank hay ko eredis thez

redpleRt's socaunt within 20 minutes of
fecaiiing the funds transler messags.

Processing Charges [ Service Charqes
for RTGS tranzactonm

= With a weew 5o ratonalice the- service
ciiarges havied by banks Mor affsnng funds
crassfer through RIS syssem, & orpad
framesork s bean rmandaied a5 uides;

@ Inwars trangactions — Frée; no cfarge o
be ey e

b, Cubwarg fr2csachons - 2 3k ta 5

Lakty me eapeetding A0 pwr
tranREctnT
Abve  Tlakh = ol excmmdung 5500 e
trafidactne,
NEFT ([(Mational Elestronls Punds
Transfer)

= Rational Blactronic Punds Tiesfe
[NFFT) | A mahnnewide payment myarem
fec!ltating ene-to-ons funds transfes. SETT
5 an electranic fund tranater system that
opsrates ah = Deferrsd Mst ' Settement
(TS ) basis which sebilss treRsachars R
batchel

= Linder this trensfer, inoividoaiy: frms and
CorpofaiEs car slectronically fansfer fumds
frem any Bank Branch fo any indivicual, firm
or eafparste Paving An. Acoaunt wWith any
other branch m the country
participning i the tramfer, fureever, NEFT

pans

has npo limik - efther mindmum or
magimom - an the amount of funds
Lrarafe e

® IF (=== oF .In.':--'l:lUEQF o oo m™at halhe =
bank, eccount czr alss depestt csn using
hﬂ-_" HiEde e, SLET ERRN Pt anees are
redncied o g maghinam of Rs, 50000
par transactinn,

= Tha NEF7 sywter also faclitales cog-veny
erpds-borges trensfer pf funds Fram 1HgEa te
fepal and | g knsen e the Indo-Hepal
Eemittance Facllily Schems, Howsssr, the
remittances are feskhcied ko 5 o mdem

v RACEDnstitutc:in
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of Rs 50,000 per tensaction in this.
type of schame.

Procassing af Survlce Charges for NEFT
Transarctions

Thie structuce of chiarges that can be levied
an the costamer fer NEFT i glven Seloy;
al Inward trensatiors ot destination bank
branches {for redit to beneflciary aomunt)
= Frae, no charges o be [evied on
Bensficiaras

B Bimverd fransacfions st arEgineting hank
branches = charges apghcable for the
(g Tyillae g

For transattiong up e Rl 10000 - Re2.50
{+ Appllcalle H5T)

For ranksctions shove Re 10,000 up o Rl
fawn = RS {4 Apzilcatie GST)

Foo lraymsac ons abeve Bl ln and up 1o
fsZ izkhs - 515 {= &pphcanie 57

For transaclions abowe Fo 2 Jakhy - 6. 25 (=
Appioble 557

Liet of codes used  for various
traisactlons and cheque deadbg In
barhs

1FELC {Indlan Financial Systam Cods )

o [FEE o Indisn Fas—wlsl Syelem fege =
an alpha-numaric code that  Lnigiely
Idgntfizs a ba~k-branch gerucipsting Inthe
MEFT 2ystam

= Thy iz an 1i-digit code wih the firsl 4
nlpha charneters representing e bank,
the Sth character £ 2 (zesw)| and The last
& choaractors regredenting the branch

= Bl the banki hsve-slso bean advisad to
print ths IFS code of the hianch on
chadisrt  fspad’ v Drofches b0 )
CETIMIErs,

o TF5L |2 ased by the NIFT swstery ko
jdartify tne erginsting | sosanangn Banks
DFRMCRES N0 AR Fo VOURE THe Mefsanss
Jppreoriately; ko the conpecned banks
DrmncheL

MICR [Magnetic  Tnk Character
Recogiiition) 1
«  MILW  [IMagnetic Ink Character

Recognition) s & technlony Leed to verfly
the |damimary or ongimalsy °f EpEr
dosumeitls, ssoscia i)y d‘L!-lI g,

« Spechal ink, which |s sgnaitive tn magnetly
fialds, | us=d In the printing of =En
charactert on the ofiginal dpcummemts

= Tha MICR cods =5 S-dlgit code. which (=
wiintad at the bzttom of = chegls 3nd In Lhe
Mght-h=nd fice af the chenl# number A
MICE code |z unlgus to each bank

FaQlEoeoeg S
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branch. Thus, 2 MICH code can be wmea to
uriiqualy idenklfy any bane Sranchs ot also
untuely larsifes & Sank and & Branch
participating In an Elactonie Caaring
System [ECS).

MMID (Mol le Money IDantifier) Codag
= Moblle Money Identiler & 2 F-diglt
numbar, issued by Banes

o MMID 5 ars of the mputs whoch whean
clubbed with moblle number facitaes
une wansfer, Lombneton of Mobifeno. &
MMID e ity Doked wilkn ey Aassunt
and Neips m
reraficary detsils.

MU Oar tdantrymng  the

+ [hfferent MMID%Y can be lnked to sdme
obile Mumbst.

el | b
Fnancial

SWIFT far
Interbank
Telecommunication) Cade:
v A SWIFT code = & Intermational bahk
eode thar | |jcantifles  parmeuss  banks
warlowice Tbs aiss <nown &2 s Bank
Identfler Code (BID),

» Bank uses SWIET codes o send mopey o
rwaraeas bankid. & SWIFT codo conpists of 8
of 13 eharacters.

# The mobusiness of he message farm=s
cagign slowed huge scaabllity through
atilch SWIFT craduzlly expanided 1o provids
Ejuf'u'l'.'."ﬂ & the Falios Ing

1. Sankis

: Sroverage Inatitutes and Trading Heusss
1 Sequrites Deatas

Aszel Mansqement Companies

5 Tlzenng Houves

i Penpaltnfies

¥ Bnchanpes

A Carporate Businem Hounea

& Treasufy Markst Partidpan's and Seriica
Providers

10, Foi'elgr: Excranipe anid Moiey Brokers
For examphe FAanks SWIET ‘code 18
TEETAAUEE". You'll need tugive this code
anyone  séndlng mancy e Yoo fram
cwersass: Thecose ks mads up of etie=and
mumers s falknees]

[Soclery

e

v CHTA = Bank ends (£ mgiea)
. ALl = Loirgkion Code (2 digiz=]
‘ 28 — Chuntry Eade (2 dlgm)

Crieninal | Pudicherry | Madura! | Trichy | Salem | Caimbasore |
Erode | Namalklal | Taniore| Tirunelvell | Trivagrum |
Ernakulam | Bengaluru | Chandigarl| Véliore

N

HI.T.I:I:IIIII.M FAYHENTS CORFPORATION
OF INDIA (NPOI) AND ITS PRODUCTS
- raatismal Paymesks Corperetion of
Irdia (NPCT) 15 an umbralla arganization
fnr all retall payments system (s Tnels,
whizh alms = allpw 20 Inclan dtzess e
hive Laestelcled aéress te s pay et
serviEL

¥ MPC] 1= 3 mot-for-profit srganisatian

rgclsteied  under seclion 8 ol the
Caompanied et 2013
= It wss zat up in Decmber 2000 with

the guitence dmd Suppon of the Reséive
Bank of Endia [ABL =ad Dndizo Banks®
Association [[Ba],

oxem.  ahjfctve wes o
consolldats and Integrate the mulbpe
spztems with vairving service IedEz o mis
natiorrwids wriform ard slancadrd bus mess
procezs farall ressd payman: sysems:

- MPEZl fas  Teny ook
bantin namely, State Sani of Indla, Faran
Metonal Bank, Camara Dank. Bark of
Bareda, Ui Bamk of Tndta, Bank af neln,
ICICT Burk, HEES Batk, Clilehk-and RSB,
- s Hesigeartars 5 Jocated s
Mumbhai, Mahamashira, MOL =0 af NPT
1= Dl p ashe.

- The

Prodiuet and Saivices of NPCL

1} Matlonal Financial Switel [NFS)

- Tre Mationsl Financial Swilch =
tha  lamant
Auterrated Teliar Machines (ATME] 0 Indiza
The oomery heddolarers 4 locaked at
Murnbal,

= Tris systerm was devecloges oy
Iistitule of Developmeant and Ressarch
In Banking Technolopy [IDRBET)
i hyoerasad i 2004 T is fun BY T PRk N
raymeants Corporafion af Tndia [NBCT,

- Tne Tintlonw! Financial  Switsn
enableq tha InEropredivity between e
bank's switches wuch thal the trantsctions
made 2t any AT could be routed to ths
connected banks.

- The NPT hes dllowed any bank
uffering the core banking serviess rouns
the diock (24,7 with ar without ATV @n as
A parT o s Natkinal Snanckal Swikns
thinugh 2 spansds Sapk,

- I=z objective beohind such =
move |5 le enable the Aor-schediled
cooperative harks and stner reglonal rurmal
banhs o actess the wide nebwors of ATHs
in the country,

intrtennneerrd  Retwnrk of

v RACEDnstitutc:in
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- Theraty; ensbling the costamsrs of
such tank = access banking  semvices
tiieig |y any ATM of & connectsd bank,

2} Immediate Payment Servine [ IMPS)
- 1405w gn Innovative real time
inter-ank electranic funds  transfer
system (n Dndle, Barky are alovwed 1o s=t
thelr oy lirrit for MBS

= P2 offtery an Interbank alattronic
fung  trarafer -=stvice - through mohile
phone=. Unlike NEFT and RTGS e
tervice 1§ availabls 247 throughout the
yEar inchudmy hedl Ralidays

= Thiz zeryiis iz gffered by Netional
Paymantz-Corsoration of India (NPCI) that
HEMPOWErS Custamets o Fansfsr monesy
mEtantly frngn oanks and BB sutoonoed
Propoid Poayomment Trsbroment Issusos
[FFT1 =oroes Indi3,

- QSAM (Cuwry Swiviom an fedhia
Mapperk — Thin sarvice halps wser o
lirorwing trein Aac aar Seading statun with
thar sank -=scoam.

- Bolh banbkad du wiill & ome-thleet]
cumomar man avall IMPS. Howevsr,
unb=nked  mwstomes  can indlete IMPS

frEngect oh using the services of Pra-
Paid  Faymants instromernt
(PPL),

JEESTTS

) Unified Paymenl Intarface [UPT)

-’ unifisd  Payments  Interfnos
(L2 Iz & system that powers multple baak
heeounks [Akn adlngie moblle Anoicatan [af

aivy pabcigaling bank], meigmg sswvecal

habking Semires, sesmbsaa fund ruEng &

fparczar| paymernls inks gne Foosd,

- In i caters o the "Pear to Pror™
zallect request which €2r be scheguted and
paie meper raquirement and convenicnes

- LPT i bullt aver  Tmrsdise

Payment Service {IMFS] for traasfsrring.

fumds Fer Transachan im e in Be. 1 Lakh,
- 17 efss Virtuml Payment Address
{ m urioue 1D prowidesd by the opna, Accoamm
fumber with 1FS Code, Maobla Numibar with
MMID (Menoe Monsy fdantifer), dsheas
Numbe, or & Tre-TmE use Vims' [0,

4) Natlonal Automated Clem Ing House
[MACH)

- Natlonal  Autormated Cheat lng
House [NACH] = = centrolised, web-
baved clesring sarvice Lhal s sase Lha
wark of banks, financial Imetitutans, and the
gsdEmmant ahd corpéreie by donselidating
Al reglonal | ECE  syalume Info one

FaQlEoeoeg S

w0 A=230 I00

natlonal  payment  system, ﬂ'llE'!'E.h"
omaving arny googrophlcsl barrlare n
EtiElens aEn kT,

. Started by the Natlonil *ayments
C=maration of Tndla (NPIT], NACH alms to
oreate 2 bettsr aptlon for lacliGting
£learing pevicss thah the sxising Electtonle
Craiing Service [ECS ) gyylim,

= The serdie 18 now achvo in &l
Indlan bens= with core Ganklag f=eiiky . 14
focilitates both ECES credit and ECS
dedslt.

§) *=83 USSD

S & UsSsD (unstructured
Supplementary Service Date)] based
meddle bankling ssivice of NPT was
rrtiafy 230 nchies m Noyamber 20312

- A USSD ods cumecle Lo fm
telsonm  operator’s server, [ asn
connaecty = bank's seoeer, Tom serview bad
meted reach and only, twd TS were
elferg this srvice e MTHL & BSNL

" Lindérstanding the m—porance of
miatlle bareing i Tmactall irchason o
qEreral @nd of *oYE n mEreula, vanous
wgulstory/trade bodies @me together to
enfure an Boarfing af 2|l TP an *998
(U=mD 1.4},

- with the widar smeesism (11
TSPs), "850 wus dedicaley o e nabipn by
Hon'ole Frime mingE on I8 Augus
012 as part o Pradhan Manoti 1sn Ohean
Yojoa.

¥ "G zervice Ras been laumched o
tmhe Ui banking sezvioes Lo wisry Cosmren
maAr aRtoEn the country.  Clrrenty, thil
gvallabis = 18 reglonal
languages algng wWith =ing) ana Englian

=EiviEs e

&) Amdtaar Enablod Payment Systam:
- AEPS (n n pwymeEnt ssrvize nifered
ay e Nationsl paymesc Corporstion of
India [NPCI) % banks osing Asdbaar
mumber and anfline UIDAL
antheantication Trmougn melr raspeciye
TeEine=s CorTosoaneent. Sarilcs contars.

— ThE sustormes %5 Swve o 8 babk
szcount lmksd to his / her Asshesrnumbsr
wAth A Danlc afferfhD e ARPS sEroee.

1ssuer Idonfification Mumbar (IIN);

- It idspefes the Dank 1o wibich the
cuistamer has mapped the Kadnasrnurbes,
= Each bank would be isusd & unigus
[ fsr AEPS

e Thig b i wleediglt oyl

" Limits for AERE traacactians:

Crieninal | Pudicherry | Madura! | Trichy | Salem | Caimbasore |
Erode | Namalklal | Taniore| Tirunelvell | Trivagrum |
Ernakulam | Bengaluru | Chandigarl| Véliore

-

" Hs 50, 000 cer dey zar 2/ Sachaar
based aoounts would e openec an tne
b 0 oF SiiTiIfe WYC guidsiins | 8. Winre
f#) Balarme do=s red excesd A= 50,000

L8] anmunl timader dpes nat earesd Ra,
108,200

Settlemant agancy nnd chiarpes
Claaring Cerporation of Tadia Lid up behall
of KPCIL

Bankiing services lin AEPS:

Cash vnthdraws Cash Degasle, Halanes
Enduiiry, Fund Transfsr,

Tl Aadhaar Payment Sridge: (&PB)
Eyslam

" The APE Systemn sube-ssrdes Hie
gaal of Finaneal incluskan: ane provides-an
oppariunity (o the Foveammment bo attermpd
Mirrarcial ve=-mivgineering of 0 sulsidy
MENAGEMERT pregram,

- T unplernenistion of 578 Syyium
nas aso lend o electron|fication of &
targs numizar of retal oyment tansackions
W hi e Wese predaminanTy ethar in cash ar
chegis

- Barks can {2t coonect o NPCI
elthiar thraugh MPORet o Tritemet

- Trerzaeiian fmuting on the bauls of
IIN fasued by NPCT

- APE Sydein  provide:  Dliecl
Corporate Access (DEA) 12 Gavernment
Deparimenis e Agendes. Provides onling
niside MirngEmant Syatam [DIS).

B) Dharat Bill Payment Sysfem

= Bharal Bill Payimenl Syslem
(TIPS} s an integrated hill naymsEntsystem
in Irdiz olfering terocperable amd
accessible bl paymanl  sendics  fo
cystomiErs. Bowgh 8 network of sgents of
registonen member ea Agert Trstiubioes
(ALY, pabling mulrple sayment madss, ana
providing metant confirmation of payment

- S6F5 Alme to make reguiar BER
payments for 3l wtility earyices easy, That
meoiudes water, OTH ana telecom

- Feattonal Paymests Corporatan of
[t (NPT woll fomesion &4 B autharites
Bliarat Bl Paymamt Cemral Unh
(FEPCL)

. BEOCD will bz responsibiz o
sotting busihess standarls. rules =ne
procedures for techplcel 2=d  busness
FEgUiFements for il pETidEETEs.

o) RUPAY Card
# Rufay = 37 Indian domestic
carld sclisnne concélbved and lsunched by

v RACEDnstitutc:in




DIGITAL BANKING CAPSULE

the katicnal Faymants Corparation af Indle:

{MPCT) cn 28 March 2012,

- Banks | Indls are arrharizsa
|Emis MuPay debit cards to thelr customirs
tr =AY ATHA, PoS terminsts, ahd e-
cEmMmETe websitag

nas hbeen infarsprated Wz p
Section 25 company urder Comparies Ad
1945 Sne more reoently Under ths Saction B
ofthe Companles Act 2013 snd s aimed to
nperate foe the bensfie af all the mamber
Banks snd theld amtomes. s kaadgoansrs
iz loestzd i1 Mumbal, Mahdrashtra.

# =

10) Chegue Trunceticn Sy=tem [(CTE)

" CTS fa Sased on 8 chefjue
truncation o onfling  Image-based
cheque: clearmyg -system  wWherz toagus
rdpes and  Magnstc  Dnk  Characie
Recognimon (MICKR) gats sma captyred ar the
cullecing  bank vranch and  arsomiibed
atecironieally,

- Fop faster deaing  of ohegues,
Cheque Tonocaison  System (C1%) o
brrpaci =D - Chaarimiy) Sysiarm (IRS), was
Intredursd imindE.

= Trumeaist 5 Hm mocess  of
stopping the fow. of the physical
chegiie lswm=e by 7 CRwEr &0 anime point
by the presenling Bafk ep-routs o [he
r.l.illfll'lg'l'.li"lkbmﬂm

- I g prefersble to piegdnt
iFetrumeats  somplying  with CTS-2010
standards for clearrg tirough OT5 Tod
faster | réalizabon.  Instrofrents’ ot
comphying with CT5-2010 wandards will
caitiride ha:gerepted hut will BE eleaced af
lesz frequanl Intsvzle Le unee 3 wesk
[evary Manoay]

11) BHIM [Bharat Interface for Monoy)
- EHIM  Bharat  Intarface - for
Money) |s:-a meblle app developel by
Mational Faymanti Corpomtion of [adin
(MPCT), bsssd on the Unified Fayment
Intarface {UPI}

> 5 wme laumched a2y Prime Minlster
MNarerdre Madl, &F Digl Dhan mela &f
Talators Stadium i Mew Delnl o5 30
Deczmber 2015

- The hpp  supposts  afl Tndian
banks wilel == Rt pledaemy, whics s
bt ouer  the Donmedigte Payient
Service | nfrastructure snd Sllews the uses
to irstanisy bramsfer. morey betveean bank
aopourts of nny two partes, it o s ged
‘an 23 mobile devices.

FaC1lEDeDED S 04330 3050

- BEIM =low wsers to send ar
recehve maney o of fom P paymant
sgdressas, or T8 Ron-UPl based Accoulits
by s=nnitg a QR cde with aceoufdt
T ST AN TFSE oowle of MMID (Mobile
Mgy IdetiRer) Copal,

Transectlon fees and lmits
- AL gresgnt, thers & no charge for
ransactions from Pel o Rl Lk,

- Curmenily The fund tmancfee Tmi has
TEEN B2 LS rmaximum of Bs. 20,000 per
Wansaclion ared « of R

1, 00,00 0 2 day and masmum AEmeer ot

TTh TR

transaction count of 208 in 2 day

= BHIM spp currenlly suppoiis £3
languages (Incloding Enolish),  Howan
e @ 21 oficial lamouszes - of ' India
fruriuding Frglinh) ueder BER Sohrdide A7
Cametiution of Indla.

Dther Important Product used In
various soctors

Universal Account Number [ AN )

- The WA = 3. 13-diglt number
dllctied to erploves whe i contributing
to EPF will bz generated for eakh of the #F
member by EPFD, For  eaamples;
LIEZF2T3344+4

- The LN &= a0 urnbee s bor
the multiple Member Ids zilot=s to an
madlvidial by aifareat =statikshments amd
el ngimialrs same Wrpugh the Uilime of
en employes [t does not change with the
chihge in lobs.

S e des b tmo lpk multipis
Mambe Tdentificalion Humbers
(Mempber 1d) alloteed to a single mambar
uhder singls UnivErszl dccount Numses.

Triter nabienal Seciirtes Tdentilcation

eimilasd (ISIMN
- An Intemabons SemEites
Tuemificatson  Mumber  (ISIM)  unldguely

identifie= 3 security.
aefined m 150 G164,

- The G esse 8 8 12-rhameter
gplmpumeric code that serves Tor
ynifarr identfication of a accorTy Mrsughn
tamnalizmtdon of fhe . assigned  Patlonal
Sumber, whate ant &xlds, at traading and
iﬂﬂ'm_

» all  Internationally  traded
saou Hifles [serers ar= Urgee To Uss the SN
aumoering: scherst, hish 1§ now e
Erraet=d wrandard by vl eslly 21 eoletree
The Unlled States amd Canada primarly

= =Snirdihre 13

Crieninal | Pudicherry | Madura! | Trichy | Salem | Caimbasore |
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-

I3 @ aumiEar Eghsmr-_ Enoen-as = CUSTP
mumbsar.

- I=iN codss Have & total of &2
charact=s, contisting of both 'sters 2ns
rimbers. Thees Incline e osunty e
which'the lssulhe compseny = hesdgats=d
(first two digits], aipng with a pumber
ppelic o the sécuwrity ‘middle nine
digitsi, =nd 2 final charactar, which actz
as 4 checs An goainple of an ISIN
number for = US  corpany’s
cectifacats could ool [le: US-000402625-0.

skock

Pemanent Retirament Boooiuid
Number (PRAN)
- The Matiznal Securitics

Cepesitory Limlted (NSDL) (= the Sentral
RemrdE=enieg - SoeEncy  (CRAY for NPz
Thetalure, applicalion Mo PRAN s made
on the MSDL portal. Syary subscripar oz
alizlied @ wnigue L2Z-digit Peporanent
Retirament Benaflt Numbar for a (ifarime
and @n accezsibie from - any lecabion in
India,

- Tiiva bypes of sccount i PRAN, Ther
I Accounmt: This s & nbn-wliErassable
AE2AUNE ANt b SaviEgL Sar retiTensang.

- Tier IT Accoints This = simply 3
valenisry sayirgs Solry. The sylErriher |y
fres o withidraw savifge Fom this scsount
whensyar dubscribar wlerae No 3y bareft
it avallahle on thlsancyuni,

. ™ In  mandatary  far &l
subscribess o the NPS e rsouired Lo
have & PRARN.

Peimanant accalnf Rambeal [PEAN]:

= Parmanenl Aocounl Humber (PAN]
15 0 Code SRat aots as an (dentifNaation Tof
Individuatls, families and corporates
(Indizs and Farcign a3 well), esectaly
Elices wive pay Tncanis Ta

- E =. a urjeue, 10-character
alpha-nomeric idsntitier, Sfusd 2wl
judicz! antifiag  dentffiable. ander the
Indian Income Tax Act. 1961

3 Thne Incosma Tax PAM cods gndiits
Irikes card are sUed bnder S=ptlan 1304
of the Income Tax Act: [t & mues by the
indian Ircnrme Tax Depariment Uader me
sgperyislen ©F the Central Boand for
Direct Taxes ({8017 and ik alse s=ves: s
Wit I|i1:mtnnt praot af idenbineston

Fl An seamgie af 3 WA ende nymer
wauld bie' it the foim oFASAPLY 2340

= Toe PEM structne |5 25 follows:
AARPLIZFIC: The fve [S) findt charactdrs

v RACEDnstitutc:in
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are |eftzrs, followed by four (4) nomerss,
and the last [10%h] charactar & 2 heter.
Tax Deduction sod Collacthon Accadin
Murnbier {TAN):

- T Inela, & Tax Pedietine st
Collsctinn Aoraunt Mumber (TAN) 4 & 10
dight nismbar ssise 18 pestans whe are
reguired Lo deduct or coflecl tax on
payrents mede by them urdes thz Indian
Tnicoum Tax Act, 1961, Gach tax dedugton
5 wnkguely Icestified tv @ TR,

] TEN |= r=quired Eo be gucted inall
TOS/TCS ielulns, all TOSTCS pavrient

ar TRETSS paymants will net pe-aatented
&y barles

- FeluME to apply for TAN or net
usting *he same fm the sperifed
corments  aftracts a4 penalty  of
Rz10,000.

= TAN Enstues Iz 25 follawe
SELAoRILER: Bl four characies om
ez, newt flue care aumersis cand ==t
charsder B3 lstE.

" The first thwee characters
Eplesent tha elty er state whare the TAN
WrEsEEU A,

BAME

N

Legal Entity Tdentifins (LEI)

> The Legal Extity Tdentitiar (LET)
rwde |5 onclved a5 @ key omedsure Lo
Improwve the quality and accuracy of
financizl data systeme for peter sk
management pest the Glehal Fnancal
Crighy

. LEL 52 2o-dight unigue code to
identity partles to frencial anssctions
waridwide:

" niEse dirsctions- afe Ssoed Under
Seciion

I1 and Sectidn 35N Bl the

challanz and & TOS/TCS cartfiestss ta ke - The lourth chaieclsr réoteiesis  Banking Regulation Act, 1949

iaded,  TOSSTCE petbriz Wil ot ke Sfst—Harachel of name of the dediicior.
pooenind if TAN |2 nat quoted and challa=s | - And tha riext § characters ars
nuMmene,
Quick Raview
| TERMS Mumbers/ Coden Description
: Socioky For Wit ldwide Tnlerbank 8 = 12 Alphabetic Code Tdaribilies particokar banks worldwice and Wosenyd money o
Virears =l OYETEASE BaniE:

Urigualy Identifizs & oark-Sranch participasing |= the NEFT
System

L Four Characisis = Bank MNare

Sin charpcier -0 (z2rg)

Lant & sharectery = Banli Branch

h— . £ :
Irdi=r Financld! Sysiam Cide L1 —aphE Nymsric Coge

[ Magoete [l Charocer 3 - Gigh Gooe Urigualy 1dertifies & bank and & Brend pRrmcpating 0 an
| Recognitian Electronic ©eanng Syetem
| Vichie Meoney ldentifas 7= Dyt Code Umgealy linked with .20 #ccpunt number 300 helps

fdentitying the benefiom ry detans ke 'n AEFS, APES.
Alicties o empivyee wio & contrbuwting to SPF wil o8
generatad for sacn of the #F memeer by EFFD

It serves for anlferm ;:jan':rf-caa:mn af @ s=carity Trouan
nermaiization of the asdgned Madlanal Number, Where ono
Ex|ars, Bt trading ane estflemant

Prrmisment Retrement Benafit Mumber far o Sfstme and ean
sccasgible from any l=ston i India.

Linigimiy aivtmned reermatan from resrents o it B
et thalr binrrstric s demograph data.

The B35 Lo enllarten by the Unkjue dentifcztien Autherty of
indis (UIDAL,

It Ba= = an dentficetion o individisls, femilies End
corporates Mlodlen mng Farmdigr ee well), eipecinlly those vl
pay lreame Tax,
lesud o persans who ars rEl:]LI."l'Ed b gectuct o oo ledt tezan
pAyments mpoe By them, .

Each fax deductur lsunlguety Identifiae by = TAN.
Icentfies gisfact lhgdl -sotiftes Haf esgage i financis)
Lrar uariiung,

| Urnesrsal Account Number 17- Diyit Ceae

International Semuritien

laertfeamon MumEer

13- Alpha Humenc Coss

PRrmanant RSfirEment Ascount
Humiser
Aadrasr

X gt Cede

12— Ligit Ciede

| Bermansnt Acount NUmEsr 10— Alpha Sumane Chcs

Tar Co'lectns Accedpl Neinber 20
= Alphue Noprmests Al he s

| iagal Entity Identifeas 20 digik siphanumanie code

EMY [Euro pay, Master Yisa Standards)
The EMY  Inlegialed Cicull Caid
Speciications (ar Payment Sysiems ane
gigkal paymest lrduskry specificaons that

dsscrin the e rementa for
InmETpeTan| DEDNEEn Crim=bazed
commEmer  payment  apocatfons:  and

FaQlEoeoeg S

w0 A=230 I00

Jccagiance ferminaly th. Snable pdyriest,
Ihe soecricabons sre managed by the
wigartlzalisn EMY Coo

The EMV standards were s=2%ed by 3
warkiog grodp created In 1533 by ihe
WOME:  three.  manstream  phymant
CTg AT ZRtonE EUROPAY {EPL),
MasterCard (MCI) and Visa. Tne name

Crierinsl | Pudicherry | Madurzi | Trichy | Salem | Caimbssone |
Erode | Namalklal | Taniore| Tirunelvell | Trivagrum |
Ernakulam | Bengaluru | Chandigarl| Véliore

EMY 1 duriveEd Mom the Aful lelzer of sach
of these thres oroanizations.

Mow EMVCu s owisd Ly CSiierloan
Eypraas, 10N, MazerfEed Sl visa, wha
mariage:,  ImalEtsism =5
Tntagrated CICT Card (T00) Speciflontiyng
ol EEEEE gipkar Inismesrebity of dup-
oased  poaymeni cardgs  wWimh  acoeptance

=ikances the
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degices indiod mg paint of sk mrminals amd
ATME,

The EMY specilications were writtsn
with the following chjecdives:

- The ram and sccepiance depe
must corimunicate togethes and Indicste
what BfpllcaBRss the Al R ScesBEAce
device hive 10 common,

P The Aarceptance device
commion  apclicatichs and  snsure  Ehat
minimum sz dards for rsk cofool =6d
=eciirity  are #pphed for khet common
‘aphlication., The imleloprocessor-hased
payment  card pouldes woridwide
arcepiance and interoparabiity.

" The THY sHecifioatiors =re based
upon = common 2t of cksngarde
dezalapad =10 the International
Oiganizetion fur Standadization {(I150)
for integrszed . orowr (CrRR) CEFDE - amd
ule Dol wcompiance duyices.

- The eurrent varmkan of Tne EMy 96
sredficatons . (vession 3 1.1), pudlshed In
My 1558, dafnas reqlmements for the
[Eractian af d_ehr:im:l oredit =l henctio-s
on & thip = and a terminal, The
compansnts Iy theas gpeeificabloss cover
fEguitEnEfE S s, Eppllistions and
terminals, 3 new release FRVIODA (EMV
4 2] I cirTentiy auslishls

» In ofdar te oocelerate the
deployment of EMV techmulogy, adlsting
e Implemenrad  Fraud
lla=ility shift. Trese rulke changss “shift”
llealliey for faud that couwld heve been
prevahtsd  IF EMWV chlo snclor  RIN
Fechralagy Had Been used, By Both partios
b B [Smulnig o mcgu|fing sarty that hid naot
InvEstsS o EMY chip oamd [ ar FEN
sfupmeEnt

=N run

cEr Arkhemes

EMV supports two. different types of
data suthentication:

iline: Data Authentication:

Tne @ffline Data Authenfication snsr=s
thmt tha IET card b5 oot countefeiled and
that the data 15 fet deestorated o falsiflsd,
It |5 & prpe=ss wheaby the tars 5 walidated
Al e oot of atsdction ueng RS prbiic
key  t=chisalbgy  th AgRifEh
gubmbsiTall g swfmyming. The Oose ol e
R tramsart inm oaures i nithentiese the
cerd ahd the t=ming
manss o varifcationa af the crypiograra.

[ireiE

iy e piccess by

ThHa ksya sm=t @z oart of osrtificabes |n the:

cardd a5 well 32 Bhe plblle KEys on thi
perminale | In gerteral 10 e prd Hheis
arg multlpls sey= acthm and wadeg |n

FaC1lEDeDED S 04330 3050

=minzis. =5 any ghvan pent to soppart &l
ine masting EMY cards In the market
Online Data aurhenteatban: The Onlins
Jata Althenti@tion futhee anilras the
earel INsuer PRl Bhe oare used i the
Tansaction s actualy the cae s2ued by the
=TI

EMW Includes thies fonns of Offline

Dats Authentication

= Stplic  Dats  Authenticallon
[SD&)

= Dynamic  Data Authentication
(DAY

- Comidined DDASAC Gan=ration
[CDA)

Motzy FSA (Rivest, Skamir and Adleman -
ine nwertors @l The 258 oyplosystem)
pUGhE KEY TEENNRIOEY,

Static Date Authentication [STA):

- SRR & a Type «of QMine Data
hRatnenncatian whershy  me  fermimal
valldates a cryplogm@phic vaug plaped an
me @M conng pesoraliz=ton of e cad
Tris vllchatlon protzcls agunet some trjes
ot FolintEret Bub dees nat proteo Anas
wapyig 2 raplayping allach,

Dyramie Data Authentication (| DDA):
- LOha iz a wpe of CfFfiine =i
Aithanbioatian whess thg carg gersrates §
dlgiesl sigmature wsing transschon-spesic
cyramic cets fRmenle Tor valdation by
ne rminal T pentest agnirat kimming.

Comnblied DBASApplication
Cryplogiam Gendration [COuA):

- A 3 & -tas of OHfine Dyeanrie
DatE  Awbhentication, oombloed  wiih
propessing oF e trananction  AppITeatn
CEYREDGrEm

Strepgthening  the  plastic and
Introducing Seeand Factar
Authontication:

faL hai mandated that Deoes mey Esue
new debit and oedit Garde anly for comestic
czage unlass mernananal une s soecfically
sobdlit by the cwstorse. SUCh Garedy
erablmg |r|1:_Er-r|i11|rI'§I u=age il hav= o I:n!
evselially MV Chip and Pin emables The
nanks have 350 hesn instricesd 1o conver
all waisting Mag-sisige cands to BEMV Chip
Lard forall custpimers who have Used thalr
cards  imteEmationaily &t
s thraugh & carmme rea [ATMUIPES]

fzed ol detsiied auvBhistinn of wmrioes

fagsr once

colonE ot pEwmetere e clstumes
mpact, Kausr impaet aoqilrer imnack,

maithant limhac, globsl nteipoesak|liky and

Crieninal | Pudicherry | Madura! | Trichy | Salem | Caimbasore |
Erode | Namalklal | Taniore| Tirunelvell | Trivagrum |
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N

resldus) mees, e faliowins three salitions
BECE EmETRa

1, Magnetic Suipe Card and PIN

2. Magnatic Stripn Cand and Blometrc
{ Badhaar Hoger peint )

3, EMV Chip card and PIN

1. Magnetic soipe Caud aid PIN

Owvor 59% of the credit and debit ards
lpsued in the country aiw Magmets Strise
Earde Currsntly, FIM (= regoired saly for
ATHM  fracmactions and fob for POS
trantactions. PIN oo agalhet uot-2nd
stalef card FRud,

PIN is prompted oo the POS Larmilnal
besad on the following:

- Bervice coce thes 1o coded It Ins
magneEbs srpe of the cargd. 32 the tims of
iy b card o

’ g fRank [Henofcation numner -
fird & digiis of the card yumbsr) that w
updated on e PCS TErmima) ar

- Comblration of both s=rwvce coos
anm B,

It Magnatic Stripe Card and PIM is 1o be
mandaled for all
[T

- Tarmilnsls Wl f=Eus tg oe modifize
B rrped Tho Bl -service cade an bRe 2ord 2nd
plompE for BIN

. If the soevics encle an the cord daies
net aUppart PIN prompt Dias mErminal will
have te be opdabtad EiM:z cF all the lssuing
banks In India Thie hhs te 2= done by
updating the aoplication software loadad on
Ere IS Barmiimsal,

= Mayrretic Siripe Card and FIN (ulfl]s
the SnorT-1ETT GRECtVe [neyst 273 years) of
protecting. sgeimst ol and Solen cand
frada.

# Szcuring the gayment infrastrugiurs
i5 princel prigr @ the roll out of thiz aplicn

The effort invoives in changipg the =co-
SystEm G esimated to be 4 2- 18 mantns for
o semplete il out. MSE+PIN couid be &
lyari-TErm  sdlatitn Gl sudh time thE
industry migrates @ well-esah|whed oo
ettt svlutlon.

POE lransaciious,

2. EMy Chip Gard and PIN

- Eury Chip Cacd probects  spal—=L
countedeir [algmming) cord SRud, Evy
Chip Card and Plk promcts -against oot
counfmrfedt {skdrmming) and loot & sioan
2 freud.

- Currently, only faw i=gs l=suing
narkc (el CIthank, TCICT Rank, HOFC Bank
and SBI afs fssding EMY ohid cards. Most of

v RACEDnstitutc:in



gther banss" host systems are not rasdy
and are not certified for tesuance of chip
CATS,
althorzetion swltth, i hest, and card
embostl=g mathbrms

) Ezni= who ar=2 dumentdy ==uing
B CHis cards mre issding 81 CRig and
Signsmre HModeol [he =mung baaks have
=torterd Esulng Chip snd Mis Cards. HEns,
all  zarks  nesd (o ke  necsspary
technalegy changeés snd gat -Femselves
exriified 7 Issue Chip-snd FIN cards-

- Baued oo IMemaziondl exgeriente.
BV tthip Caro and FIN mEgmaton bvoios!iy
bakas 5 ysard, Howgyer, the milgiation
Eirmeslinies depe=d on the market sie

3. Magnetc Slripe. and Biomebnbc
[Aadhaar finge: print) authentication
- Hagnetic Spe Card aag Bmmetnc
{ radhasr Anger print ) pretect againgt: both
damest; cagntetan (dEdmming) ana lest &
wioien Gtd Trad,

- Blomeerc {finase pring ] capluned by
LEDAT can be Used as aUthentication fie
PGt AET ARINET Inth damestic conteren
At losl & ostosl cand freld e e
sarEnhider has my B abymically b pressns
AL te PO leminal ATH Lo alineriioste fhe
trenasction, Eyen B Ime  =prd &

palnkertaited . =ha Faodstsiswill nok e able

to use tha sard as bometrie af the custams
etk e reckul e

¥ Azdbaar  aubhenticadan  Ghing
Msemetrics phovides 8 stromg TWho you afe”
facmt ol sutbestication.  This can be
sambined with a secand "What you have” o
Twhat you know” Tactor o echieye: strahg
customer dentificator a0 the point of zale.
- AL f mercnans cillegon o [ee fuel
stationg  ANR resEsurEnca thers  arm
svamution chalengss in adopting FIN or

tipmaEtns 3s addEiona) factar of
authenbisalon
- af ali the avadahlz opmans o

profides woridwide aocepsance buk the
ria]es disathaatitage = 40 @ims of oot of the
cars and read of reiEEnce di= th short
Y divy of the s rds which cormms 1o dvery 5
wEare Jwhlsh (4 Surreiily 7 in 140 yEEm e
Habill cands?

Difference Batwaen Magnetle Shipe &
PIN, EMV Chip Card & PIN and Magnstic
Stips & Slometike (Asdliool  fingo

Chingss are requlrsd  on Hhe.

-

DIGITAL BANKING CAPSULE
[ Stab divaar  Tiogw
FIT, print)

Sy nEmE
BN,
SntaAre
Taker,
Hanlwzr=
Token!
1, PIN | L. B | 1. Frolects
proTECEs Chip = | agamst  bath
oatmers | piislects i it feil arid
“agalrmat eustorier | leat af  Athkan
sl ar | agalnet ard frawd.
skaben coninberfel
ward fracd | L Traud.

. BwW

Chig Car

B FIN

protects

apainet

Tith

cpuniarfa|

t mnd - |nat

or  solss

cand

frabo.
= Cans: Con:
I, Do=| L 1, Scalauitiy,
nat Magns=e | sabilty A
Al s 1l p Adaptality af
mrliitertlel | datz 2f | Bipmeire
L fzud, | B ohis | GAsdbaar Anger
7. FAands  £ar r].l"lﬂrj far
Migratios | be pEYITEL
of Fraud %2 | courterfel | outhehtleaticn
ATMibtha | ted! End | Iz elirresntly
s PN | misesed urrtosind.
Isused oy | In more | 20 Dods hot
FO= 5 [ Euy address
ATM fouMtFien. | [ntersatiosal
3 coufletel card
Dynamie freue and-: bost
PIM;: Quie or siolen card
qumbersn fr=ua
e far
FliS
ransacte
ns:
ke mate Cost
Cost Cost Estimates:
estimats | Estimate | 3X*
# K 134X " Aashaan voll

print ). far

Mugnetic | EMV Chip | Magnetic nfhentication

Stripe & | Card & | Stripe B vy nEoEnT,

| PIN | PIM Blomabilc (Aa Bes effort

Foolaoeono
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gylimale Sased

on  dFta &ng
mpLss curently
avalinbls

INTERNET BANKING

Culing bankimg, alss owewn 85 Hleoet
Banking, = & electropic  payment
=ystem that enablss customers af a
bank or b Anancal lstiution Lo
epnduct 2 rance of finarciaf tancactions
bhrough e femancial instlulion's websile
The anline Hanking sysrém will Sneally
conmed o df be daft ef e cors banking
dfstern opersbed By o besk and s In
cuiibiast ta beadch Uaibding wihich wae L
tradib nrgl way eusbimers acoesstd Basking

B e

Ta access 3 Ninancial mstitulion's ondine
banking faclity, a8 custamer with intermer
Accasn Wi nEsc T regiEber wiEh tnE
Institubion for tha: zeryoe and et up &
paseward  and  piresr oredentials  for
customer venfication,

The PINMAN syiam sbs= = PIN
representsa pmm-ﬂ uged for-the lndin
argl  Tans  represerting one=fime
i s de o duithenticale
transactions, TAls c=n b2 distibuzzd In
Aifferent wiave the most popllss ene g te
pead & lst of TaNs 15 the online banking
usar by posts! |etter. Anathes way of umng
TANs 14 B genecabe them by nesd using &
s@cuUrty tolen, Thege tokan gEnerated TAN:
depend on the thme and & arioue sechet,
etored I the saourity oien [hee-Stin
authenticaton eF JFA),

All tne  syshEms  supporting  dial op
sarvices through modem on the saine
LAN ns the appbcation server shouid oe
tegiEter fo present Intnzsions nig the
network &2 This oy bypsas e orosy
SEnET

PKI {Public Hey Infrastructure) & the
most  favourec  technmiogy  for  securs
Iiternes banking services. Howeves, as <l
mit yeb comimany @uallehis, banks shole
usz the felibwing stormallve spstam during
Eha trmaiion, urtil the BIC) 18 ruull.n [ilaes
Usaps of S5L (Sscuied Socks=l Layer),
WhIth ersines serues althentiestion 2nd
uss of clignt-=lcs certificsten Szued by the
panhE - thenrssives Lﬁ.’ll‘lﬂ & Carificate
Ee=var

v RACEDnstitutc:in




DIGITAL BANKING CAPSULE

Tha uae n..‘ =7 lgast 128 it 551 for ssearing.

hrolwses to web semvor commahl@tions and,
I agian, ancrvption af azrmithie oo ke
FEEEWETCE I traiEs within the EIﬁIIE'ﬂriﬂ_
|Es=it.

It Is 2's recprmeniced that sl Unnesszary
seryloes sn the applization ssrver shich as
FTR Fle Tranider Brotocol), telnet should
be dizatied. The-application server should
b lucdatied from the s=rmal aprver,

The common online ssrvices offerad by
bianks aiwi

r Transactional actvwities foe Unde
trenster, bill pey losh agolicstions snd
IrEnsschong,

P Non-transacthonal activities (ke

respuest for chegue Douk, slop paymens
‘oriine - SEATSMENTs. UpAEAng. ynur cankact

irfarrmation.

Advanisges
Thare are so—# aduamages o wsing =
Uarykifeg Bokh for sanks a0l ostomeas:

- PE'manent accsag 1o 1hs ap
F A= griywhete using mokila o
enmpiities

- bess time consuming s@d we
nesd Aok toogo dirmssly 1o bre Bank

- Very safe amd sscures mshod

S Heipa Mo tranafer the  mnney
Immadiztaly and accuraiely

> Elixy to ise

Disadwaniages

It aizn nas some fizadvantagss which mugt
b= takenocare af. The Ssacyantages o
pniine-banking includs the fotowing:

- Upowistanding he: usage  of
internet banking might be difficult fora
bregirmae o L Tmed g, Though e are
some gitEs Whion offer 3 demoan b ta
srcsss anliee sscounts, DUt et Al beoes
offar this faclity. So, & perspn wea (s new,
mighe far= sdme affrulky,

¥ You cannot fave sccess Tnoanline
barkipg o vyl don'l Have an fnfzonst
connectlon; thus witsout the avallasiny of
irtm st accass; it may net Se Usafll

- Sacurity of Uansactions 9 & blg
Eeile Yol soceunt information might get
freckad by unmauthorized ceouiE bver Lhe
1ot g

FaC1lEDeDED S 04330 3050

- Password securiby 153 must. Sfter

mcEfing Yol password, do-changs 1t and

TEM TR |7 ety vl Aocolmt may B2

Tisutied by 25 rape who gets b Spow your

nassAnTa Ao e rentiy.

- You @niot = L In cass, the

hank's ssrver Is dawn.

F hngther gee o that soredimes L
becomies difficult to note whather
yodii transacilon was successtul of
niot. It may bhe due 1o the lasa of Het
ronrecHy ity in bebwesn, o7 due o3
therwy conrmeetion, o the bank's server &
g,

Digital marketing

Dagital marcating i= the miarketing
of products or services usng dgval
zEchnoingEs; mainy on the Internst, ot
disg incledlng  meelle  phongs:  dlsplay
amveEtmng, and amp ofnar mata mediim,

Sigral markesing: methods such 2= Search
Englre Optitmuation [SEQY), Sestth Egine

“arkstieg  (SEMY,  fomtent mark=ito
il rarkelimg, ool aubmmatimg
RPN Akl ng, A BT ATy

mareEling, s-Lommece ridrksting, =aCiEl
midll psarieting. secta! medis optminiHen,
emall direid marcetng; dlog'a) advartisiag,
¢ poche, ond optical dieks and ghmes sre
mEpaming Mare comron 0 our .nd-.-.lm.:lnq
tEchnalegy.

In Mt digital marketing nowi extsnds to
nan-Internet channels- that  pravide
digital media, such a= mobils pheoes (SM5
and MIMS), call back, and on=hold miokile
O SHTES: IN ESSEncE, INE ENTEmEmT (D
ror=katepriel channes hetps 1o differentiate
cigital mareenng feom anfing markessng,
anminsr caich-=ll term for the markstng
motheos mentionec @sowe whuch sy
Lo oA Ty 1 [l S8

Search Engine Optimization (SEC):

It g the grocese af affecling the anllhe
wigihility ol & website ar a wd:: R T
4 eb searct) &g In's Unpal results—oten
=Tl in aA ‘erganie’, BF
warymel® reuulls, Ijp yetsra), s sarliee o
tigher rankes ar. tha sesreh resufs nRos |,

“mArLrE,

&g nwee frequestly & website-appaars n
e arnreh reagles et the more visitors it
will recetve frodn the search éngline's
Usors; those widltors can then be
convertsd Into customsrs, S50 may
t=rget SifEr=nt kinds of =aarch, Induding
academic

mags sesrisE,  Wiceo - =eard,

Crieninal | Pudicherry | Madura! | Trichy | Salem | Caimbssore |
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gaareh, mews search, and industry-spedfic
yarbeal smaren ongines.

Search engina mariating (SEM):

Tt B @ form = Anternet macketing that
lwolves the prometion of webshtes by
incrensing thelr vislbilily = Seatch
Englne Resulls Pages (SERSW) orimaty
thmugk  pald  advertisng. S22 miay
Incorparale Search “Engine  Dgtimization
(SEDY. whiEh sdjuss af EwikEs websits
cooteat 20 ke afchitsctiure {0 acmieve 2
highst ranking In o ssareh ehging Feuudlbs
pages -t enhante Pay Fer dlick [PFD)
(oAt

Comtent Markating

Lontert merkstmg =2 8 forre of macketng
focysed on creatirg publishing, and
distriburing conteant for B EsrgetsEn
wuthience  gnline, 10 = oilep
hL!ﬁll'lH‘ﬂEE in ardarted AlTracT eTantan ana
generate leads,

A tVpe of makkaling that irvones me
creallen and sharireg of enline mmtards]
(fach as videcs, biogs, and socchil mesdlia
pests) e gose mob synlicitly prasaTs 8
b= But 15 intended to stimudlats imterect
In its prodiists o seruleas

ueed gy

Ty mivess marketing:

Inflientes  mereetng  (ese  nflusicd
marketing) (o n firm al mardeting 0 whlen
focus 5 placed on influsitizl paople
rather than the Torget market an a
whole, 2 de=pbfles the Individizls - that
have Infiuskce Bvos potentlal Ssidsos,
and prantd marcstipg activitiEs araund

thass |nfluencars.

Infipercer conkenl, may be framed as
tastimonial sdvertizing where they play
the wle of a potatiel  buym
themselwes, or They may be third
gt Liwts. Thiesw Uit parlles exist wither 0
the supply evils [ritalters, mamdasurar,
glm) or may e s-calec  valis-addes
Infusncers UGk 85 numalies, scaemics,
Indus=y E#iysm.  pofessinmal - aduissrs,
and =0 o).

Content Automation

Chall=nge af creafing, publishing, =nd
duallvaring conkurt to such o diverie array of
miedla éhannzlz i Cantent Actemation
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DIGITAL BANKING CAPSULE

Digital Marleting Stratagles for Banks
and Financlal Service Providers:

To remaln compatitive for the medsm
CONSIIMEr, bans nmsd = 5=t aside a I-nrﬁrr
bydz= for anline Inltlstives such as
digital afds conteit marketing Aod
seaich engine optimization, These are
inyestmionis Hat wil kst to o cistomers
and an lpcreasy I rand secognaition.

Brands zhould uhdersiEnc that pidting

digitel marketing &= watk coes not

guarantee an overnight Flx. I reguires 4

long-term  strategy al  huildiog
Talatieaships wilh costormiers and

iMrg=atiog veur comoany (0o the enline
warid,

Hitw are 5 digitel i oting stateghes
far banks
providess,

and financial service

Search Engine Optimization [SEO):

The go=| of S5 s 1 b2 thare wlen
peiple are loakibiy :I'ar il Thine %ar il
TETRERT AhnuUt he prsduers yoo sefl- sach
26 logns, checklng/savings accolnls
apd mortgages. Dafars customes makie o
purcrase, they are soending thelr tme
resEAFChIAgG  options and  [Earming  mord
aboul e podurl As 3 linencgal
Instiritiom, your geal ansce be e beoan
the first page of Soogle search resulks
wheh sameans sedrehes for Banks |87 valr
by

552 aldo nvalves potimizing pages; such ==
calng kiwnrda in the mats dessriptian, the
=g tie and the URL, Try and bl et quiality
naEklinks 1o e saor by promoing g
o=t through wclét irediz,

Content Marksting:

When custimess sgarch online, they
coking for comtert. They wast ta hed 3
Srand that will anzwer thelr quettisn and
proyids ther wih valce. IF voud fegllarly
produce articles on topees that
CuUStomels appreclate, vou Wil Bedbls o
generste mere Heffic from fedrch and
Etourags pEop|E 1o Ingsge wWith your aite
tour conteat mght modude peoes-=uen as
dps Tor i homsbuysis oF an
EANOLUNCEMENT BogS O InCraasss  vour

cuniwnl can auo be wiat] 'k ot rarkeling

firwk

and promaticnal matenals, such as yoor
soclal  media sites  and  email
newslettars, Use  chese moiiress ™
'|1§IIHI;£E pegile = oyolr oatsnEl o =nd
GRtuTage i Lo fasihar angEge With you
CRLE R

Digital Advertising:

About 12 ot all the ad dollars
spenlin the LS sre soenl on Googla, Thists
reeAlAr T wa o, 1 el e el it ing mais
veluabiz resourte; you are milssing eut on
satentlal cuspomers. Wien you create an
advertisement with traditianal

N

advertising, yoo are foced to rely an ts
‘spray and pray” phillesophiy - foping that 1t
ke (hofrmnt of e ngnT peaple. Whes you
advertisa anling, [t & e2ele (0 Erget specific
demagrapniss  =nd Ba ru-m:mEILn- e
messags they 352, You gan colizd gt from
yaus camprigng and wee i infarmeen e
pptlmize poun gdvertisementy and therefars
gt more for yeur monsy,

Emall Newslattems:

You' Wani tohava multpls opporibices i
pEnpl= foaok i to your smed B When ou
SEC UR Ak dCeounts, you can selbect emal
sddresses Vo can algs have forms on jedr
weooite for pepple who find yaur gontent
valdagie and infoemative:  Use Thess
iegular email newslelims o koep
peopie angaged with your brand,

Make four Websfte Usable and Maobille
Friendly:

Franchad Instibitions nezd te oow beyafic
Gld forms of advertlsing. such as TV or
REWaEDAEl sdvertisemenmts, Custnmens
are grllpg, gnd banes pe:-_-u be there e
ehgnge them and bulls me =elatanmips
that lead to brang lovalty 3oz growth. Thoss
ready & take the plunge |=kn moders
eilverfisiig should mesch pul oo e Sdey Lo
get ararted.

Ligt of Vaiious Apps Launched by Sanks In Indla

Hame af the 8ank

App & Schemes aunched

5l anywhers, YOG, SEtedank | rescom, SHL Ne (jueus, Bgubnqus Vikanong
Schwrnm, wioex B<C, Cottgouiie Indas. TEB bankiny sy, Twiller Handle
Acratn:, Vedite far IndE, S=te Ganl Mewsmir scheme, Hank =hi [Ermenned it

i 5E] corporate weosike from shiooom), SBE Sedes®, Wnnet Sredit Cand.
Harl of Lnde instant Maney |ransfee [IMT)
LoD Bank LCD Pay, WCG Suvidhs Frepaid Cara
Wilaya Bank T | mPay N
CCrAtm| Bank of Tnda Cent Mobile
Dana Bani Dana Mobille Sanking Az
Ul plat Bank af Indie U+ Mobfle, Unmn S=lfie & rirfesbodk, Unton Salyog
| PNE PIE mBanking, FHE MoblEdze, Druk PNE Mobils
Puryjsk & Sindh Bank FSR mPay
| Syndicate Bank Synd Monile; Synd Sahel Synd Blerats OR Anams Brojeck

nied E2ih of India
" hliahanac Bank
[ Orefts Bank of Commerce
S Indhan Bank
CIndlan Ceerpesy Bank

' Camara Bank

United Moblls Ezhking: Wnitsd Walles United e-Passbock

FI

DORC mPay, Drental Saabhl, Oentsl Sakayak. DAenS | Osha s

Indray, 1nd Mobl Saky, Bhatet QR

DB Mabl=z, IDE Nerban

Can Mabie, elrfolook, Lanara SWise, C=nars m Serve: Canam DLYA, mowelise
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