
 
 

ASSIGNMENT -2 

1. What are the different types of networks? 

Ans. Overview of Network Types 

Networks are essential for enabling communication and resource sharing among 

computers and devices. There are several types of networks, each designed for specific 

purposes and covering different geographical areas. Here are the primary types: 

1. Local Area Network (LAN) 

LANs are networks that connect computers and devices within a limited geographical 

area, such as a home, school, or office building. They are typically high-speed and allow 

for the sharing of resources like printers and files among connected devices. 

2. Wide Area Network (WAN) 

WANs cover a much larger geographical area than LANs, often spanning cities, 

countries, or even continents. They are used to connect multiple LANs and can utilize 

various transmission technologies, including leased lines, satellite links, and public 

networks. 

3. Metropolitan Area Network (MAN) 

MANs are designed to cover a larger area than a LAN but are smaller than a WAN, 

typically encompassing a city or a large campus. They are often used by organizations to 

connect multiple buildings within a specific area. 

4. Personal Area Network (PAN) 

PANs are small networks, usually within a range of a few meters, that connect personal 

devices like smartphones, tablets, and laptops. They are commonly used for connecting 

devices via Bluetooth or Wi-Fi. 

5. Virtual Private Network (VPN) 

VPNs create a secure connection over the internet, allowing users to access a private 

network remotely. They are often used by businesses to enable employees to connect 

securely to the company network from remote locations. 

6. Wireless Networks 

Wireless networks can be categorized into several types, including: 

• Wireless LAN (WLAN): A LAN that uses wireless communication. 

• Wireless MAN (WMAN): A MAN that uses wireless technology. 

• Wireless PAN (WPAN): A PAN that uses wireless technology, often for personal 

devices. 

 



 
 

2. Explain the Shielded twisted pair (STP) and Unshielded twisted pair(UTP). 

      Ans. Shielded Twisted Pair (STP) 

Shielded Twisted Pair (STP) cables are designed to reduce electromagnetic interference 

(EMI) and crosstalk between the pairs of wires. Each pair of wires in an STP cable is 

wrapped in a foil shield, which provides a barrier against external interference. This shielding 

is particularly beneficial in environments with high levels of electrical noise, such as data 

centers or industrial settings. STP cables require grounding to function effectively, which 

adds to their complexity and maintenance needs. As a result, they tend to be more expensive 

than their unshielded counterparts. The shielding not only protects the data being transmitted 

but also enhances the overall performance of the network by allowing for higher data rates 

over longer distances. 

Unshielded Twisted Pair (UTP) 

Unshielded Twisted Pair (UTP) cables, on the other hand, do not have any additional 

shielding around the twisted pairs of wires. Instead, they rely on the twisting of the wires to 

help cancel out electromagnetic interference. UTP cables are simpler in design and generally 

less expensive than STP cables, making them a popular choice for many networking 

applications, especially in home and office environments. While UTP cables can reduce some 

EMI, they are more susceptible to interference compared to STP cables. They are commonly 

used in Ethernet networks and can support various data rates, depending on the category of 

the cable (e.g., CAT5, CAT6). 

 

3. What is difference between baseband and broadband transmission? 

Ans.  Difference Between Baseband and Broadband Transmission 

Baseband and broadband are two distinct methods of data transmission, each with its own 

characteristics and applications. 

Baseband Transmission 

Baseband transmission uses the entire bandwidth of the communication medium to 

transmit a single signal at a time. This means that only one data stream is sent over the 

channel, which is typically a digital signal. Baseband systems are commonly used in local 

area networks (LANs), where the simplicity of sending one signal at a time is sufficient 

for the network's needs. The technology is efficient for short distances and is often 

implemented using twisted pair cables or coaxial cables  

Broadband Transmission 

In contrast, broadband transmission allows multiple signals to be transmitted 

simultaneously over the same medium by utilizing different frequency bands. This means 

that various types of data can be sent at the same time, making broadband suitable for 

applications that require high data rates, such as internet access, video streaming, and  



 
 

   telephony. Broadband can use various transmission mediums, including fiber optics and 

coaxial cables, and is designed to handle a wide range of frequencies. 

Key Differences 

• Signal Transmission: Baseband transmits a single signal at a time, while broadband 

can transmit multiple signals simultaneously. 

• Bandwidth Usage: Baseband uses the entire bandwidth for one signal, whereas 

broadband divides the bandwidth into multiple channels for different signals. 

• Applications: Baseband is typically used in LANs, while broadband is used for 

internet connections and other high-capacity applications. 

 

4. What is the difference between a hub, modem, router and a switch? 

      Ans.  Difference Between Hub, Modem, Router, and Switch 

Understanding the roles of different networking devices is crucial for setting up and 

managing a network. Here’s a breakdown of the differences between a hub, modem, router, 

and switch: 

Hub 

A hub is a basic networking device that connects multiple computers or devices within a 

local area network (LAN). It operates at the physical layer of the OSI model and simply 

broadcasts incoming data packets to all connected devices, regardless of the intended 

recipient. This means that all devices share the same bandwidth, which can lead to collisions 

and reduced network efficiency. Hubs are considered "dumb" devices because they do not 

filter data or manage traffic intelligently. 

Modem 

A modem (modulator-demodulator) is a device that connects your local network to the 

internet. It converts digital data from your computer into analog signals for transmission over 

telephone lines or cable systems and vice versa. Essentially, the modem serves as a bridge 

between your home network and your Internet Service Provider (ISP). It typically provides a 

single public IP address to one device unless connected to a router.                             

 Router 

A router is a more advanced device that connects multiple networks together, such as your 

home network to the internet. It directs data packets between devices on the local network 

and manages traffic to ensure efficient data transmission. Routers can provide additional 

features like Network Address Translation (NAT), firewall protection, and DHCP server 

capabilities, allowing multiple devices to share a single internet connection by assigning them 

private IP addresses. 

 



 
 

Switch 

A switch operates at the data link layer of the OSI model and is used to connect multiple 

devices within a LAN. Unlike a hub, a switch intelligently forwards data only to the specific 

device that needs it, based on the MAC addresses of the devices. This reduces network 

collisions and improves overall performance. Switches can handle more data traffic 

efficiently than hubs and are essential for larger networks where multiple devices need to 

communicate simultaneously. 

 

5. When you move the NIC cards from one PC to another PC, does the MAC address gets 

transferred as well? 

Ans. MAC Address Transfer with NIC Cards 

Yes, when you move a Network Interface Card (NIC) from one PC to another, the MAC 

(Media Access Control) address is transferred as well. This is because the MAC address is 

a unique identifier that is hardwired into the NIC by the manufacturer. Therefore, wherever 

the NIC is installed, it retains its original MAC address. The MAC address is not tied to the 

PC itself but rather to the NIC. This means that if you replace the NIC in a PC, the new NIC 

will have a different MAC address. Thus, when you transfer a NIC to a different computer, 

the MAC address associated with that NIC will be recognized by the new system. 

 

6. When troubleshooting computer network problems, what common hardware-related 

problems can occur? 

Ans. Common Hardware-Related Network Problems 

When troubleshooting computer network issues, several common hardware-related problems 

can arise. Here are some of the key issues to consider: 

1. Network Card Failures: Network interface cards (NICs) can fail due to hardware 

malfunctions, driver issues, or connectivity problems. Symptoms of a failing network 

card may include intermittent connectivity, inability to connect to the network, or 

slow data transfer rates. 

2. Cabling Issues: Poorly organized or damaged network cables can lead to connectivity 

problems. It's essential to ensure that cables are properly labeled and organized to 

prevent accidental disconnections and to facilitate easier troubleshooting. 

3. Incorrect Configuration Settings: Misconfigured network settings can prevent 

devices from connecting to the network or can degrade performance. This includes 

issues with IP addresses, subnet masks, and gateway settings. 



 
 

4. Outdated Firmware and Drivers: Network devices that have outdated firmware or 

drivers can experience performance issues or may not function correctly. Regular 

updates are crucial to minimize the risk of hardware-related problems. 

5. Overheating Components: Hardware components, including routers and switches, 

can overheat, leading to performance degradation or failures. Ensuring proper 

ventilation and cooling can help mitigate this issue. 

6. Power Supply Issues: Insufficient or unstable power supply to network devices can 

cause them to malfunction. It's important to check that all devices are receiving 

adequate power. 

By being aware of these common hardware-related problems, you can more effectively 

troubleshoot and resolve network issues. 

 

7. In a network that contains two servers and twenty workstations, where is the best place 

to install an Anti-virus program? 

Ans. Best Placement for Anti-Virus Programs in a Network 

In a network containing two servers and twenty workstations, the best approach for installing 

an anti-virus program involves a multi-layered strategy: 

1. On the Servers: It is essential to install anti-virus software on both servers. This 

helps protect critical data and services from malware and other threats that could 

compromise the entire network. The servers often handle sensitive information and 

serve as a central point for data storage and processing, making them prime targets for 

attacks. 

2. On the Workstations: Each of the twenty workstations should also have anti-virus 

software installed. This ensures that individual user devices are protected from 

malware, phishing attacks, and other threats that may arise from internet usage or file 

sharing. Having anti-virus on workstations helps in detecting and mitigating threats 

before they can spread to the servers. 

3. Central Management: Ideally, the anti-virus software should be centrally managed. 

This allows for easier updates, monitoring, and management of security policies 

across the network. Centralized management can streamline the process of ensuring 

that all devices are up-to-date with the latest virus definitions and security patches. 

By implementing anti-virus solutions on both servers and workstations, and managing them 

centrally, you can create a robust defense against potential threats in your network. 

 

8. Define Static IP and Dynamic IP? Discuss the difference between IPV4 and IPV6. 

     Ans.  Definitions of Static IP and Dynamic IP 



 
 

• Static IP Address: A static IP address is a fixed address that does not change. It is 

manually assigned to a device and remains constant over time. Static IPs are often 

used for servers, network devices, and other important equipment that require 

consistent access and identification on a network. 

• Dynamic IP Address: A dynamic IP address is assigned by a DHCP (Dynamic Host 

Configuration Protocol) server and can change over time. These addresses are 

typically used for devices that connect to the network temporarily, such as personal 

computers, smartphones, and other mobile devices. Dynamic IPs are more common in 

residential networks because they allow for efficient use of the limited number of 

available IP addresses. 

Differences Between IPv4 and IPv6 

• Address Length: 

o IPv4: Uses a 32-bit address scheme, allowing for approximately 4.3 billion 

unique addresses. The format is typically represented as four decimal numbers 

separated by periods (e.g., 192.168.1.1). 

o IPv6: Uses a 128-bit address scheme, which provides a vastly larger address 

space, allowing for approximately 340 undecillion unique addresses. The 

format is represented as eight groups of four hexadecimal digits separated by 

colons (e.g., 2001:0db8:85a3:0000:0000:8a2e:0370:7334). 

• Address Exhaustion: 

o IPv4: Due to the limited number of addresses, IPv4 addresses are running out, 

leading to the need for techniques like NAT (Network Address Translation) to 

manage address allocation. 

o IPv6: Designed to overcome the limitations of IPv4, IPv6 provides a virtually 

unlimited number of addresses, eliminating the need for NAT and allowing for 

direct addressing of devices. 

• Configuration and Management: 

o IPv4: Typically requires manual configuration or DHCP for address 

assignment, which can lead to conflicts if not managed properly. 

o IPv6: Supports auto-configuration capabilities, allowing devices to generate 

their own IP addresses based on network prefixes, simplifying network 

management. 

 

 

9. Discuss TCP/IP model in detail. 

Ans.  Overview of the TCP/IP Model 



 
 

The TCP/IP model, also known as the Internet Protocol Suite, is a foundational 

framework for computer networking that defines how data is transmitted over 

networks. Developed by the Department of Defense (DoD) in the 1960s, it is named 

after its two primary protocols: Transmission Control Protocol (TCP) and Internet 

Protocol (IP). The model is essential for enabling communication across diverse 

networks, including the Internet. 

Layers of the TCP/IP Model 

The TCP/IP model consists of four layers, each responsible for specific functions in 

the data transmission process: 

1. Application Layer: 

o This is the topmost layer of the TCP/IP model, where user applications and 

processes operate. It provides protocols for specific data communication 

services, such as HTTP (for web browsing), FTP (for file transfer), and SMTP 

(for email). 

o The application layer interacts directly with software applications, allowing 

them to communicate over the network. 

2. Transport Layer: 

o The transport layer is responsible for end-to-end communication and data flow 

control. It ensures that data is delivered error-free and in the correct sequence. 

o The two main protocols at this layer are: 

▪ TCP: A connection-oriented protocol that guarantees reliable data 

transmission through error checking and retransmission of lost packets. 

▪ UDP (User Datagram Protocol): A connectionless protocol that 

allows for faster data transmission without the overhead of error 

checking, making it suitable for applications like video streaming and 

online gaming. 

3. Internet Layer: 

o This layer is responsible for addressing and routing packets of data across the 

network. It determines the best path for data to travel from the source to the 

destination. 

o The primary protocol at this layer is IP, which handles packet addressing and 

routing. There are two versions of IP: 

▪ IPv4: Uses a 32-bit address scheme, allowing for about 4.3 billion 

unique addresses. 



 
 

▪ IPv6: Uses a 128-bit address scheme, providing a vastly larger address 

space to accommodate the growing number of devices connected to the 

Internet. 

4. Network Interface Layer (or Link Layer): 

o The lowest layer of the TCP/IP model, the network interface layer, is 

responsible for the physical transmission of data over the network medium. It 

includes protocols that define how data is physically sent over various types of 

networks, such as Ethernet, Wi-Fi, and others. 

o This layer deals with hardware addressing and the protocols necessary for the 

actual transmission of data frames over the network. 

Key Features and Significance 

• Interoperability: The TCP/IP model allows different types of networks and devices 

to communicate with each other, making it a universal standard for networking. 

• Scalability: The model is designed to accommodate a growing number of devices and 

networks, particularly with the introduction of IPv6. 

• Flexibility: It supports a wide range of protocols and applications, enabling diverse 

functionalities across the Internet 

 

10. What is a Web Browser (Browser)? Give some example of browsers. 

Ans. What is a Web Browser? 

A web browser is a software application that enables users to access, retrieve, and view 

content on the World Wide Web. Browsers interpret and display HTML documents, allowing 

users to navigate between web pages using hyperlinks. They also support various multimedia 

formats, enabling the viewing of images, videos, and interactive content. Web browsers 

provide a user-friendly interface for searching the internet, bookmarking favourite sites, 

managing downloads, and utilizing extensions or plugins to enhance functionality. They play 

a crucial role in how users interact with the internet, making it easier to access information 

and services online. 

Examples of Web Browsers 

There are several popular web browsers available today, each with its unique features and 

capabilities. Some of the most commonly used browsers include: 

• Google Chrome: Known for its speed and simplicity, Chrome is one of the most 

widely used browsers globally. It offers a vast library of extensions and integrates 

well with Google services. 



 
 

• Mozilla Firefox: An open-source browser that emphasizes privacy and customization. 

Firefox provides a range of features, including robust security options and a variety of 

add-ons. 

• Microsoft Edge: Built on the Chromium engine, Edge offers a user-friendly 

experience and integrates well with Windows operating systems. It includes features 

like reading mode and built-in security tools. 

• Safari: Developed by Apple, Safari is optimized for macOS and iOS devices. It is 

known for its energy efficiency and seamless integration with Apple services. 

• Opera: A lesser-known browser that includes unique features such as a built-in VPN, 

ad blocker, and a battery-saving mode, making it a good choice for users looking for 

additional privacy and performance enhancements. 

These browsers cater to different user preferences and needs, providing various 

functionalities to enhance the web browsing experience. 

 

11. What is a search engine? Give example. 

Ans.  What is a Search Engine? 

A search engine is a web-based tool that enables users to locate information on the World 

Wide Web. It works by utilizing automated software applications, often referred to as bots or 

spiders, which crawl the internet to index content from various websites. When a user enters 

a query, the search engine retrieves and displays relevant results based on its indexed data. 

Search engines employ complex algorithms to determine the relevance and ranking of web 

pages, taking into account various factors such as keywords, site authority, and user 

engagement. This process allows users to quickly find the information they are looking for 

without having to navigate through numerous websites manually. 

Examples of Search Engines 

Some popular examples of search engines include: 

• Google: The most widely used search engine globally, known for its powerful 

algorithms and extensive indexing capabilities. Google provides a variety of services, 

including image search, news search, and specialized searches for specific content 

types. 

• Bing: Developed by Microsoft, Bing offers a visually appealing interface and 

integrates with other Microsoft services. It provides features like image and video 

search, as well as local search results. 

• Yahoo!: One of the original search engines, Yahoo! combines search functionality 

with a web portal that includes news, email, and other services. 



 
 

• DuckDuckGo: A privacy-focused search engine that does not track user data or 

personalize search results, making it a popular choice for users concerned about 

online privacy. 

These search engines play a crucial role in helping users navigate the vast amount of 

information available on the internet, making it easier to find relevant content quickly and 

efficiently. 

 

12. What is the Internet & WWW? What are the uses of internet in our daily life? 

Ans.  What is the Internet? 

The Internet is a vast global network of interconnected computers and devices that 

communicate with each other using standardized protocols. It serves as the underlying 

infrastructure that enables data exchange and connectivity across the world. The Internet 

allows users to access a wide range of services, including email, file sharing, and online 

gaming, among others. 

What is the World Wide Web (WWW)? 

The World Wide Web (WWW), often simply referred to as the "Web," is a system of 

interlinked hypertext documents and multimedia content that is accessed via the Internet. It is 

essentially a collection of information that can be navigated using web browsers. The Web 

operates on top of the Internet, utilizing protocols such as HTTP (Hypertext Transfer 

Protocol) to facilitate the retrieval and display of web pages. In summary, while the Internet 

is the infrastructure that connects devices globally, the World Wide Web is a service that 

operates on this infrastructure, allowing users to access and share information. 

Uses of the Internet in Daily Life 

The Internet has become an integral part of daily life, offering numerous benefits and 

applications, including: 

• Communication: The Internet enables instant communication through email, 

messaging apps, and video calls, allowing people to connect with others around the 

world effortlessly. 

• Information Access: Users can access a vast amount of information on virtually any 

topic through search engines, online encyclopedias, and educational websites, making 

research and learning more accessible. 

• Online Shopping: E-commerce platforms allow users to shop for products and 

services from the comfort of their homes, providing convenience and a wider 

selection of goods. 

• Social Networking: Social media platforms facilitate interaction and sharing among 

friends, family, and communities, helping people stay connected and share 

experiences. 



 
 

• Entertainment: The Internet provides access to a wide range of entertainment 

options, including streaming services for movies, music, and games, as well as online 

content creation and sharing platforms. 

• Remote Work and Learning: The Internet supports remote work and online 

education, enabling people to work from home or attend classes virtually, which has 

become increasingly important in recent years. 

Overall, the Internet has transformed how we communicate, access information, conduct 

business, and engage with the world around us, making it an essential tool in modern life. 

 

13. What is an Internet Service Provider? Give some example of ISP in India. 

Ans.  What is an Internet Service Provider (ISP)? 

An Internet Service Provider (ISP) is a company or organization that provides individuals 

and businesses with access to the Internet. ISPs offer various services, including broadband, 

dial-up, fiber-optic, and wireless connections. They play a crucial role in enabling users to 

connect to the Internet, facilitating communication, information access, and online activities. 

ISPs may also provide additional services such as web hosting, email accounts, and domain 

registration. They can vary in size, from large national companies to smaller regional 

providers, and may offer different types of internet connections, including DSL, cable, fiber, 

and satellite. 

Examples of ISPs in India 

India has a diverse range of ISPs catering to different regions and customer needs. Some 

notable examples include: 

• Airtel: One of the largest telecommunications companies in India, Airtel offers 

broadband and mobile internet services across the country. 

• Jio: A major player in the Indian telecom market, Jio provides high-speed fiber-optic 

broadband and mobile internet services, known for its competitive pricing and 

extensive coverage. 

• BSNL (Bharat Sanchar Nigam Limited): A state-owned ISP, BSNL offers a wide 

range of internet services, including broadband and fiber connections, particularly in 

rural and semi-urban areas. 

• ACT Fibernet: Known for its high-speed fiber -optic broadband services, ACT 

Fibernet operates in several major cities and is popular for its reliable connectivity. 

• Hathway: This ISP provides broadband services in various cities and is known for its 

cable internet offerings. 

These ISPs contribute significantly to the growing internet penetration in India, providing 

users with various options to access the internet based on their needs and locations. 



 
 

14. Discuss the difference between MAC address, IP address and Port address. 

Ans.  Differences Between MAC Address, IP Address, and Port Address 

Understanding the distinctions between MAC addresses, IP addresses, and port 

addresses is essential for grasping how devices communicate over networks. Each type of 

address serves a unique purpose in the networking process. 

MAC Address 

• Definition: A Media Access Control (MAC) address is a hardware identifier 

assigned to a network interface card (NIC) by the manufacturer. It is a unique address 

that identifies a device on a local network. 

• Format: MAC addresses are typically represented in hexadecimal format, consisting 

of six pairs of characters (e.g., 00:1A:2B:3C:4D:5E). 

• Scope: MAC addresses operate at the data link layer (Layer 2) of the OSI model and 

are used for communication within a local area network (LAN). They are not used 

beyond the local network; once data packets leave the LAN, the MAC address is not 

retained in the data stream. 

IP Address 

• Definition: An Internet Protocol (IP) address is a unique identifier assigned to each 

device connected to a network that uses the Internet Protocol for communication. It 

allows devices to locate and communicate with each other over the Internet. 

• Format: IP addresses can be in IPv4 format (e.g., 192.168.1.1) or IPv6 format 

(e.g., 2001:0db8:85a3:0000:0000:8a2e:0370:7334). 

• Scope: IP addresses operate at the network layer (Layer 3) of the OSI model and are 

used for global identification. They are essential for routing data across different 

networks, allowing devices to communicate over the Internet. 

Port Address 

• Definition: A port address (or port number) is a numerical label assigned to specific 

processes or services on a device. It helps differentiate multiple services running on 

the same IP address. 

• Format: Port numbers range from 0 to 65535, with certain ranges reserved for 

specific protocols (e.g., HTTP uses port 80, HTTPS uses port 443). 

• Scope: Port addresses operate at the transport layer (Layer 4) of the OSI model. They 

enable multiple applications to use the network simultaneously by directing incoming 

and outgoing traffic to the appropriate service on a device. 

 

 



 
 

15. How do we view my Internet browser's history? 

Ans.  How to View Your Internet Browser's History 

Viewing your internet browser's history allows you to revisit websites you've previously 

accessed. The process varies slightly depending on the browser you are using. Here’s how to 

view your browsing history in some of the most popular web browsers: 

Google Chrome 

1. Open Chrome: Launch the Google Chrome browser. 

2. Access History: Click on the More menu icon (three vertical dots) in the top-right 

corner of the window. 

3. Select History: From the drop-down menu, hover over History, and then click 

on History again in the submenu. Alternatively, you can press Ctrl + H (Windows) 

or Command + Y (Mac) to open the history page directly. 

4. View History: You will see a list of websites you have visited, organized by date. 

Mozilla Firefox 

1. Open Firefox: Launch the Mozilla Firefox browser. 

2. Access History: Click on the Library icon (bookshelf icon) in the toolbar. 

3. Select History: Click on History and then choose Show All History. You can also 

press Ctrl + H to open the sidebar with your history. 

4. View History: A window will open displaying your browsing history, which you can 

search through or filter by date. 

Microsoft Edge 

1. Open Edge: Launch the Microsoft Edge browser. 

2. Access History: Click on the More menu icon (three horizontal dots) in the top-right 

corner. 

3. Select History: Click on History from the menu. You can also press Ctrl + H to open 

the history panel. 

4. View History: A panel will appear showing your browsing history, which you can 

scroll through or search. 

Safari (Mac) 

1. Open Safari: Launch the Safari browser. 

2. Access History: Click on the History menu in the top menu bar. 

3. Select Show All History: Choose Show All History from the dropdown. 



 
 

4. View History: A new window will open displaying your browsing history, organized 

by date. 

These steps will help you easily access and review your browsing history across different 

web browsers. If you need to delete specific entries or clear your entire history, each browser 

also provides options to do so within the history settings. 

 

 

 

 

 

 


