L ypes of wetworks

| PevSonal Ovea wetwork A pevSondl Oved wetweork (PANY i6 the Smallest and
Sple st type o€ aetwodk

1. Lecal avea vwetwork.

% MeteopolitOn Ove0 wetwork.

4 COmpUSs nehwork.

5. wide avea wetwork.

b.Lontent delivery network

TVirtual peivate wetwork.

1.

Shielded Twisted paie STP

Shielded twisted pair (STP) 5 O special Kind of copper Telephone Ond local avea
network (LAND wiving USed in Some bUSiness inSTaliations. T 0ddS Qn outer covering
o¢ Shield that €unctiont 0% a cjmuf;d Yo ﬁ‘n“diﬂﬂi‘\f Twisted paiv wiﬂn«ﬁ.th‘;m paI IS
The ovdinvy Ccopper wive ThoT ConneltSs wlny Computer networks To the Telephone
Complny. To veduce Cross-Talk or electromignetic induction between gains ok wives,
two inSUIoted Coppeyr wives Ove twisted Ovound each other. Bach eiﬁnm on Twisted
PO veaUiveS lboth wives.

Unlike unshielded twisted gair (WP, chiglded twisted PO Al50 EnClo%RS ThESe wiveS in
Q Shield Ond geounds Them to €Urther veduce electvomagnetic and vadio €veauency
wrerfevence. STP cables ave wove exgensive Ond hovder Yo mSTall thaw UTP wiving,

UnShielded twisted paiv cables.

The wovd UnShielded in UTP vefevs to the 1ack of metallic Shielding Ovound the
CORREV WIrES. 3\1 WS wOtUve, The TwisTed-paw dEC,-'-.c_rjn heIPS wanimiZE 2lectvonic
tertecence by providing bolanced Signadl Tronsmission, making O ghysical Shield
UnnlCR550vY. The copper conduttor of bboth hovizontal Ond backlbone UTP cables ave
either 11 AWG ov 14 AWG. 14 AWG i the wiest common GiZe, out hiaje-
performance cobles like Cateaory b UTP employ the lavaer 1% AWG copper wives.



% 0€evence betrween Broadetnd ond Baseband Tronsmission

Broadoand ystemS Use wmodulation techniques to veduce the effect of woise in the
eavivonment. BroadbOnd TelnsmisSion EwRloys wliTigle channel UnidirecTional
FelnGmiGSion u*f,-incj A combindtion of Phose Gnd Owplitude waadulotion.

Baseland & a digital Sigaal TeanSmitted on the medivm USing one of the Signal
codes like NRZ, RZ Manchester bighase-M code, etc. called boselodnd Teansmission.
These ave the Eauawmcj dif€evences between Broodoand and Basebond
He0nGmiGGion.

Baselbnd Telnsmission:

Uicjﬁ'a'l *E-'l.cjna’linﬂ_

Freauency division multiglexing IS not gossible.

Boseband 16 the bi-divectiondl TednSmicsion,

A Shoct-distance Signal Teaveling.

The entive bandwidth i& €or Sngle Signdl TranSmiSsion.

Exampie: Btheenet is Using B05eb0nds €oe LAN.

BvoadieOnd TednSmisSion:

Pmalacj Sian0ling.

The Teansmission of doto 1S Unidivectional.

Ei.Cjna\ Jrv{luE.'l"mdj disTOnce 1S iﬂ'ﬁﬁ.

Feequency division muttiglexing iS5 possible.

SwUtTaneoUs Trnsmission of multiple Signals over diffevent frequencies.
Example: Used to teansmit cable TV to peemises.

4 Oif€evence betrween 0 ko, modewm, vouter Ond O Switch?

A Switch i a wulticast ne‘rwar\clnc_:j device that works under the Datalink loyer of
the 05T wodel Qnd Connllts O loUnth of Computers ov devices in O network IT16
wainly USed to Send O private wess0ge Gnd it does wot waste dato.

A Switth can €05 identify which device i5 connected to which govt oy Using a MAC



0ddveSs qing it The aloility to deliver the MESS092 o O ROvTICUIar wdChing.

Advantaaes of Using O Switch

TS SecUve Since it delivevs data Yo the specified node.

It lowevs The chinces of £vame colliGions domains.

Tt meveases the bandwidth n O wetwock.

It nCre05es the wumber of ports weeded to connect the wodes available n a
netwovk.

It opevates Under SUll-duplex.

Visadvantaaes of Using Switches

They Ove move 2xpenSive Complved to bUbs Ond other devices Used in O network.
To deal with mUlticast pavcels, progey flanning 1S vequived.

Peololewms w0y Ovise when ‘wo{lcimf-iﬂrm@ +en£E€ic.

deuanﬂ-aﬁee ok USing hules

They have The obility to connect To The wetwork Using different physical media.
They can e used o increease the vwetwork distance.

HUlS Gre velatively chedp compaved to Switches Gnd other devices in the wetwork.
Uiéaduaﬂmcje; o€ USng 0 hule

Tt ncvenses the chances of colliSion domainS between packets when being
TeansEeeved $vom ont device to Gnother.

HUlS opevate Undev holE-dugiex. Only one device cOwn %end or veceie dota ot a time
HUbS Shove 40Ta To all the devices n 0 vwetwork thus mﬂ\f-mcj The vetwork inSecuve.
Hubs waste lots of bandwidth whea TranSmitting data.

Switth v6 Hule

A Hub 5 a bvoodcast device that sends data £vom onl node to all wodes out a
Switth 15 A wUITICAST device Thot COn S8nd 4OTA To O pavyTiICUIOC node.

A HUb Suppovts halk-duplex L8, only one device cOn Send o veceive data ot a time
while @ Switth suppovts Lull-duglex ie, both devices can Send Ond veceive dato at
The S0me Time.



A Switch IS located on the Second layer of the OST wodel while a HUb & located on
The vt l0yex.

5.

That's leecause MAC 0ddeesses Ove hovd-wived into The NIC circUitvy, ot the PC
Thic 0150 w0ns That 0 PC con have a dif€event MAC addvess when the NIC cavd
WOS veplace oy another one.

b

Some network problews con avice £rom {umm hOvdwave, such a5 voutevs, Switches,
£ivewalls, Qnd even £rom Unergected Us0ae pattes, like network bandwidth spikes,
chOnges n Oge Configueation, o Secuvity breaches.

s &
You weed AT LEAST +heee lovels of secuvity.

A ajood Licewall. This con Stop nteusions, wOlwave, UnOUthovized Occess, etc. befove
They veach the workstations.

Antivivus Sofrwave on the Sevvevs Gnd OF the endpoint workstations. This
So€twave Should be centeally mOn0aed to keep end Users updated constantly and Yo
minimize USer meddling with The SetTinas Good QntivieUs will GlSo grotect 2wmail
clients. Bducated and owave Usevs whe. do wot CASUOIY STl downloOded Qroarams,
don't Click on Unknown lnks, dont £al €ov ?hlf-}hinﬁ ewa0ils, etc. totablich a ‘;#mncj
password golicy €ov all users. You Should consider wot qiving Your Users Administeative
ric_:jm'% on Tekiv AcCoUnTs. They will Compllim That They Chanot nSTOIl what They vweed
Qnd \ouv wovklood will mcvease out, T c_:juammae Neu, your 2ative eavivonment will
e wove velidble ond Secuve.

¥
Static TP addeess & provided by the Tateenet Sevvice Provider Gnd vemaing fired
Fill the system & connected Yo the netwock WynOmic TP 0ddvess is grovided oy the



UHCF, aevevally a company 9t5 G Single Static TP 0ddeess Ond Then aenevates the
dynlwic IP 0ddvess fov its compuiens within the w«ﬁamlﬂﬁm'e nerwovk

9.

The wilin wovk o€ TCPIP 16 Yo teanster the dota of O computer Trom one device
to nother. The wiin Condition of Thic peocess is to moke dota veliakle and
accuvate So that the veceiver will veceive the same nfoemation which & Sent loy
The Sender. To enSuve That, each mess0ae veaches its €inal destination occuvately,
the TCP/IP waodel divides 1S d0t0 nto pOCKetS Ond combines them Ot the other
end, which keIpS in waintaining The accuracy of the data while tronsEevring from
o€ €nd To OGnothey Bnd.

Dit€evence between TCP and TP

TCP and IP ave diffevent protocols of Computer Networks The basic ditfevence
betrween TCP (Tvansmission Contvol Protocol) Gnd IP (Tatevnet Peotocol iS in the
TenSmission o€ d0ta. Tn Siwple wovds, TP €indS the destination o€ the waail and

TCP has The work to Send Ond veceive The wail. UIP s another geotocol, which does
not vequice IP to communicate with Onother computer. TP is veauived oy only TCP.
This 15 The basic di€€evence between TCP and TP

Whevever we wint to Send f—:-amﬁhincj oveyr the intevaet U%i-an the TCPrIP Madel,

the TCP/IP Model divides the doto into packets ot the Sendev’s end Ond The S0me
POCke TS have to be vecombined OF The vecewer's end to €oem the S0me aato, Ond
thic ﬂaincj hapPens To wmaintain The Occuvacy ot the data TCPrIP wodel divides the
dota wte O 4-10yer proceduve, wheve The d40ta £ttt 90 o This 10Mer n one ovder
Ownd acjaiﬁ W vEVEVSE ovdér to rj@ﬁr cmﬁan'-.z{-!..:i w The Same way OF The veceiver's end.

L Physical Lavex

Itica c_ij-mu? ot applications mqumw:_u] nehwork CommnicOtions. This layey 15
vesponsible £or agnerting the dota Gnd veaUesting connections. Tt acts on bebark
of the Sender Ond the Network Access 1ayer on The behalt of the veceiver. Quring



Thic ovticle, we will be mﬁ:incj on The behalf of the veceiver.

1. Uota Link Layee

The packet’s vetwork grotocol Type, n this case, TCPrIP, & dentitied oy the data-
link 10yee. Evvor geevention Gnd “?rﬂmiwﬁ" ave 0150 provided by the data-link loyev.
Point-to-Point Protocol (PPP) €caming and Bthewnet TEEE 2011 €eaming ave +two
examples of data-lmk 1ayer geotocols.

% TeteeneT LOoyer

This 1ayer pavaliels the Lunctions of 05T'¢ Network loyer. Tt defines the protocols
which ave vesponsible €or The logical Tramsmission of dota over The entive network.
The. wmlin protocols ﬂ%ﬂin«ﬁ at thic layex ave as Lollows.

IP. IP stands €or Tntevvet Protocol Ond it 16 vesponsible €or delivering packets
£rom the Source hoSt to the deStination hoSt by looking ot the TP addvesses in the
pocket headevs. TP has 1 verSions: TPu& Gnd TPub. TPud 6 the one that wost
welbsites ave Using curvently. But TPub i arowing 05 the vumber of TPv4 addvesses
1% limitred in nuwmlor when Complved to the nuwmbber of Usevs.

LTCMP. TCMP StandS for Tatewnet Contvol Messoae Prototol. Tt i6 encopsviated
within TP d{ﬁ'u«‘jmm% Ond 5 vesponsible £or ?rwidinﬁ hotts with infoemation aloout
network peololtens.

ARP. ARP ctowds €ov Addvess Resolution Peotocol THe jo\n 6 *o €ind The havdwave
0ddvess of A host from A known TP 0ddvess. ARP has severval ypes. Reverse ARP,
Proxy ARP, Gratuitous ARP, and Teverse ARP The Tateenet Loyer & 0 104er n the
Tatevnet Protocol (TP cuite, which 16 the set of protocols that define the
Taternet The Tatevaet Loyee 5 vesponsiole €ov mf..l"rmﬁ pockets of dota £vom
on€. device Yo Gnother Ocvoss O vetwork It does this 'o'u.i ﬂ%iﬂmnﬁ each device a
Unigue TP 0ddvess, which & Usd Yo identify the device Ond deteoming the voute
That packets chould take Yo veach it

Exomple: Lenlaqne That you Ove USing O compuTer T Send On Gwdil To O Tritnd.



When you click "s2and,” The email 16 broken down nto Smaller packets of data, which
Ove Then S2nt Yo The Trtevnet Layer Lov W‘hwﬂfj_ The Trntevnet Layer ﬂ%@-icjn% O
IP addvess to eack pocket Qnd USES vouting Tobles to determing the best voute
for the packet to take o veach its destination. The packet & then fovwarded ‘o
the wext hop on TS voute Uatil it veaches s destination. When 0Nl o€ the pockets
hove been delivered, your £eiends computer Con vaSSemble thewm into the oviainal
ewndil wess0ge.

\0.

A welb lovowser i 0 type of Sottwave that allews you to find Ond view welbsites on
the Tatevaet Cuen i€ you dida't Know it, you'ce uewj a wele ovowsey ricalvﬁr vow to
ve0d this page! Theve Ove wavy diffevent web browsers, but Some of the woSt
Comwgn oneS ncllde Goaﬁle Chvowe, SO50vi, Ond Mozilla Fivefox. The €iwest welb
lbrowser Wovldwidewel was mvented in the year of 1990 by Tim Bewnevs-Lee Late,
it becomes Nexus. T the year of 1%, 0 new browser Mosaic was nvented by Mavk
Andeeesten Ond theie Team. T+ was the st bvowser to dié?laq Text Ond '-.m{lﬁ'?.";
ot O Time on the device Seeen He alSo mvents another lovowser Netscage n 1194
Mext year MicvoSott \aunched a welb ovowser Intevnet E‘ﬁ?!lorﬂr which was alveady
wstalled in The Windows ogevating system. After Thic wmany lovowsers weve imvented
with vavieus €eatuves like Mozilla Tivefox, Gooaje Cheome, safavi, Opeva, etc.

Heve 16 a list of 7 popular wele lovowsevs.

Goac_JJiE. Chvome.. Develoged oy Gaoﬁle, Chvome 15 one of the wost wide\y-used wele
lovowsexs in the world, known foe it5 Speed and Simplicity.

Mozilla Fivetor. Developed loy the Mozilla Foundation, Fivefox IS On open-Souvce
ovowser that & Lnown €ov itS geivacy £eatuves Ond cuStomization options.

Agple Satavi. Develoged oy Agple, Safavi IS the defautt lovowser on Mac and 05
devices Ond 15 known ov TS Speed Ond wFeqration with otheyr Agple praducts.
Micvoso€t Bdge: Developed by Microso€t, Bdge is the defauit browser on Windows 10
Ond & known €or iS5 iuﬂ.cjvaﬂan with other Micveseft products Ond Sevvices.
Ogeva: Veveloped oy Opeva Softwave, 0geva i 0 web ovowser That 16 known for 15



5peed Ond ‘ouilt-in VPN featuve.

Brave: Developed oy Brave Sottwave, Brave 6 a web browser that i focused on
ReaCcY Ond Secudity Ond blocks thivd-pavty 0dS Ond teackers oy detault,

Tov Beowser: Develoged lct‘ The. Tov Prc:j&ct Tov Browser & a wele bvowser that s
designed £or nonymous welb browsing Gnd 15 baSed on Mezilla Fivefor.

8

A web seavch engine i6 O Software Syotem That is desioned to seavch €or
wEoemation on The Wovrld Wide wel. The sedvch vesults ave aeaeclly presented i 0
line of vesuits often veferved To a5 Seavch engine veSUITS paaes (SBRPS). . Some
e0vch engines OIS0 wine data availoble i datakases or ogen divectories.

A search engive iS5 On information vetvieval System designed to help find
infoemation Stoved on O computer System. The Seavch vesuts ave Usually presented
n O 5T Ond Ove commonly cOlled hits.

Theve ave wony browsers such a5 Tatevnet Bxplover, Fivefox, Sa€avi, and Ogeva,
etc. A lovowser 15 Used Yo 0CLess vovious welbsites Gnd wel p09es. A cedvch enging. i
0150 O So€Tware progeaem That Seawches for Some particulor document when Specific
keywordSs Ove enteved Gooa’l& Gnd {0hoo Gve the wost popuUldy SE0vCh E'.ncjin?.‘%.

A seavch engive iS 0 welb-bosed Yool That enobles Users o locate infoemation on
The Wovld Wide web. Popuiar examples of seavch enqmes ave Gooale, Nakoo, and MSN
Se0vch. .. The infovmotion gatheved by The Spidevs is used to ceeate a seavchaie
ndex of the wel.

VL.

The inteenet & 0 public network of network with O moze of wived Ond wiveless
connections between Sepavate avoups of SevverS computerS Ond couatiess devices
£vom Qvound Hhe wovld The Wovld wide welb i di@‘rin?}u'n%ed Lveom othey SyEremS
‘mmuih WS vse of HTTP (Hypertest Tvanster Protocol.



L Twteveet -

The ntevnet 5 a cj'lo\u{l'nkl Conmeited network SyGtem ?acm’rm-'s.ws_x} worldwide
CommUniCOtion Qnd OCCESS To 4010 veSoUvces +hw..lc—1)h a hu«_:je collection of pevSondl,
public, 'ousiness, academic Ond qovernment networks. it's govevved oy Ggencies WSt
ke Tntewnet Assigned Numbers AUthority (oe TANAY That establich Uaiversal
protocols.

1. Wovrld Wide welp (www) -

Wovld Wide wele (wWww), lyname welb, is le0dingy wEormOtion vetvieval ceevice of
web (the worldwide computer wetwork). Online ajives Users access to a huge aveay of
docUments that Ove connected to eveey other oy means of hyertext or hypermedia
linko—ie., bypeviinks, electvonic connttions That link velated pieces of data %o a5 Yo
peemit a User auick access to thew. Hypertext allows the usere to pick a wovd ov
Phease Leom Text and ’rha"E.'log access othey dotUments That contiin additional
wEovmation co«ncﬂ.miwﬁ Thot word o phv0%e.

\%.
Tateenet 0cceSS 16 The primavy Seevice offeved by TSP, but theve ave a vaviety
of other Sevvices They way provide. These Con inciude:

Eavipment vental Many TSP will vent eaquipment ke wodems Ond vouters to their
cUStomers. This con be O convenient option £ov those who do wot wawt Yo puvchase
Their own EaUipmeat or do not weed The 1aTest Ond C_:jrem'@;f;f ’rﬂc.hnolaﬁkf.

Tech sugport: Many TSP6 offer tech sugport o theiv customers. This can e 0
valable sevvice €or those Unfamiliar with Setting Up or troubleshooting intewnet
ConneCTions.

Bwail 0ccess: Some TSPS offer email sevvices Yo theie customers. This con bbe 0
Convenient way To have On ewail Oddvess linked to Your TSP account.

Tieved connection plans: TSP typically offer diffevent tievs of sevvice, with
diffevent Speeds and data allowances. This IS A qood ogtion £oe Those who want to
oy €or 0 high@y-50eed ConnllTion o¢ who need wmove dOTa Thin what 15 inCluded in



The lasic packaae.

4

A MAC 0ddress is vesgonsible £or local identification Ond On TP 0ddvess €or global
identification. ThiS 5 the primavy diffevence between 0 MAC 0ddveess and TP
0ddvess, Ond it 0£Fects how they differ in their wumber of bits, addvess
{l%iﬁnmenﬁ' Ond ntrevactions.

Both MAC Addvess Ond TP Addvess ave Used to Uniguely identify O waching on tThe
wteenet. MAC addvess IS provided by the chip wmoker while TP Addeess 1S peovided oy
the Tetevnet Sevvice Provider.

Mac Addvess
Media Access Control (IMAQ) Oddeess 16 O physical Oddeess that works at the data
link loyex o€ the OST wadel.

A MAC 0ddvess 16 a 4% ov b4-bit addvest associated with O wetwork adoptes.

MAC 0ddves5e5 Ove linked to the havdwave of the wetwork odagters, hence they
ave 0150 known 05 The "havdwove 0ddvess" or "ghysical addvess.”

MAC 0ddvesses Uniavely identify the adagter on the LAN.

MAC 0ddvesses Orve expressed n hexadecimal wototion. For exawmple, "O\-1%-45-67-F9-
AB" in 0 42-bit 0ddvess or "O\-1%-45-67-F3-AB-CO-EF" in 0 b4-bit addvess.
SomeTimes, Colons () Ove USed nstend of doshes (-).

MAC 0ddvesses Ove often Consideved pevwmbnent, but in Some conditions, They cln
ve chanaed

5. 1€ you whwt To view youv Seavch histovy To delete ov maﬂﬂfj@. cevtlin welbsites,
Nou COn €0SilY do So 'Im.‘ nmu'-.cjaﬂnﬁ To your orowser's Histovy %ﬁiﬂﬁ‘;. The 5Teps way
VO SligpTly degending on The platform you've USing, SUCh O Windows Ond MaOC o



WPhove and Android Thic wikiHow will Teach vouU how to view jouv GOGCjHE Chrome.,
Mozilla Fice oy, Miceosoft Bdae, and So€avi history on both desktop Ond wabile
platfoems.



