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NON-DISCLOSURE STATEMENT

This report is the sole property of NSDL. All information obtained during the assessment is
deemed privileged information and not for public dissemination. AKS Information
Technology Services Pvt. Ltd. pledges its commitment that this information will remain
strictly confidential. It will not be discussed or disclosed to any third party without the express
written consent of NSDL. except required by the government regulator (Cert-In) or by the
order of the Court.
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Introduction

Objectives:

The key objective of this Web Application Security Audit was to identify whether any
vulnerabilities exist in the Web Application and to exploit those that can be seen and
compromised by malicious users. Additionally, the objective of this activity was to ensure the
security of the network and web server from external threats through the Web Application.

Methodology & Standard:

Security Consultants at AKS IT Services Pvt. Ltd. Used the OWASP Web Application Security
Testing Methodology for conducting the security audit of the in-scope Web Application.

The OWASP Web Application Methodology is based on the ‘grey box’ approach. The testing
model consists of the following phases:

Initial Information Vulnerability Risk Report
Scoping Gathering Assessment Assessment Generation

Access n . n . n Impact n Detailed
Information Enumeration Manual Audit Analysis Reporting
|l Authentication .l Workflow & .l Automated L] Risk Ratin o POC &
Credentials Business Logic Scanning 9 Remediations

Standard:

The Open Worldwide Application Security Project (OWASP) standard was used for conducting
the final level security audit of the Pan Demat Link Service web application. The assessment
was aimed at identifying the vulnerabilities that are defined in the OWASP, SANS, Common
Weakness Enumeration, and other common global best practices.

Appendix A: Details of the OWASP Top 10:2023 Standard
Appendix B: SANS TOP 25 Most Dangerous Software Errors
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s Asset Criticalit Internal PuII;hc Hash Value of
Nc.) Descrip of Assety IP URL Addre Location| final audit [Version
tion Address ss report
https:// eservices-
L1 Na NA na  [test:nsdl.com/pandematlink) A | pemote NA NA
service/PanDematLinkServi
ce

Page 6 of 25




Details of the Auditing team

<Confidential>

Whether the
resource has
been listed in
s Professional the Snapshot
No Name Designation Email Id Qualifications/ information
Certifications published on
CERT-In’'s
website
(Yes/No)
Infosec vibhuti.bhatt@a
1 |Vibhuti Bhatt ksitservices.co.i CEH Yes
Consultant-L1 "
) Team Lead - |vinayak.kshirasa
2 \lélsnhai]rY:sl; ar Application |gar@aksitservice CE:W’PS_QP ! Yes
9 Security S.co.in
I\/?asl'smlasgtzpt— pallavi.roy@aksit CEH, 1S0 27001
3 |Pallavi Roy 2 N . LA, ISO 27701 Yes
Application services.co.in
. PIMS LI
Security
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Audit Activities and Timelines

Audit Activity | Timelines
Phase I

Auditor Assigned 16-01-2024
Audit Initiated 14-06-2024
Audit Report Preparation 20-06-2024
Initial Audit Report Published 20-06-2024
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Tools/ Software Used

Version of the
tool/Software used
Burp Suite Professional 2023.10 Commercial
2 Soap Ul 5.2.1 11.1.0 Commercial

S. No |Name of Tool/Software used Open Source/Licensed

[ary

Appendix C: Description of the tools
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Executive Summary

00

Total High Medium Low
. New or
S. Affected Asset i.e. ?Ilt)::;::ltali?i:/ CVE/ Severit Recommendation Reference Repeat or
No IP/URL/Application etc. title y CWE y closed
observation
https://eservices- Lack of CWE- |Low Implement security headers such as X- |Case I New
test.nsdl.com/pandematlinkservice/P |security 644 XSS-Protection, Content-Security-Policy,
anDematLinkService headers Referrer Policy, X-Content-Type-
Options, Permission Policy, Strict-
Transport-Security Header (HSTS) and
X-Frame-Options.
https://eservices- Improper CWE- |Low : Case II New
test.nsdl.com/pandematlinkservice/P [Input 20 fcl'\r:leongatnrlitfriu;;edecrhraeras;c;r;gon':c?)”
anDematLinkService Validation P P 9 Y

whitelisting of those fields with not
allowing all special and meta characters.
Data type validators available natively
in web application frameworks (such as
Django Validators, Apache Commons
\Validators etc.). Minimum and
maximum value range check for
numerical parameters and dates,
minimum and maximum length check
for strings. Array of allowed values for
small sets of string parameters (e.g.,
days of week).
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Detailed Findings

Case 1l

I. Affected Asseti.e. IP/URL/Application etc.

https://eservices-test.nsdl.com/pandematlinkservice/PanDematLinkService

ii. Observation/ Vulnerability title

Lack of security Headers

lli. Detailed observation / Vulnerable point
Applications can unintentionally leak information about their configuration,
internal workings, or violate privacy through a variety of application problems.

Attackers use this weakness to steal sensitive data or conduct more serious
attacks.

Ilv. CVE/CWE
644

V. Control Objective #

NA

Vi. Control Name #

NA

vii. Audit Requirement #
NA
vili. Severity
Low
IX. Recommendation
Implement security headers such as X-XSS-Protection, Content-Security-

Policy, Referrer Policy, X-Content-Type-Options, Permission Policy and Strict-
transport-layer-protection.
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X. Reference

Case I

Xl. New or Repeat observation

New

Xii. References to evidence / Proof of Concept

Step I: Run the api and capture it on proxy tool. Change the method to “"GET” and
see the 200 OK response. Observe that security headers are not implemented here.

Request Response
Prefty  Raw  Hex n = Prety Raw  Hex  Render
GEJl /pandematlinkservice/PanDematLinkService HTTP/1.1 HTTP/1.1 200 CK
2 T (e D o2 it e 4 Cache-Control: no-cachs
3 Content-Typ text/xml; charset=UTF-8 4 Connection: close
SOAPAction: Content-Type: text/heml; charsec=utf-g
Content-Length: 12185 4 Pragma: no-cache
¢ Host: eservices—test.nsdl.com Content-Length: 247
7 Connection: close 1
User-Agent: Apache-HttpClient/4.1.1 (java 1.5 & <html>

<hzad>
= zmlns:dit="http://incomstaxindiasfiling. gov. in/ditsscws"™ xmlns:req=" <title>
/incometaxindiasfiling.gov.in/ditsecus/request” xmlns:soapenv=" Pequest Rejected
/schemas . xmlsoap. org/soap/envelope/ "> </titler
1 penv: Header> </head>

<vsse:Security xmins:vsse=" <body>

org/wss/2004/01/0asis-200401-vss-vssecurity xe-1.0.xsd" The requested URL was rsjscted. Pleass consult with your administrator.<br>
<hr>
—open.org/wss/2004/01/0asis-20040.-wss-vssecurity-ucilicy-1.0, xsd"> Your support ID is: 17597497368903513265<hr>

<br>
ntep://docs.oasis-open.org/ wss/2004/01/ oasis-200401-vss-soap-message-s=curity- 1, 0fBas=c4B <a href='javascript:history.back();'>
inary" ValusType=" [Go Back]
ntep://docs.oasis-open. org/vss/2004/01/ 0a3is-200401-vss-x509-token-profile-1, D¥X509v3" </ax
wsu: [d="SECTB2335C4EF4B275171877147729186"> </body>
MIIG33CCBe IBAQTEAXS113 i GEvDBAQsFADCEGTELMAKGALUEBRNCSU4xGDAVEGNVE Ao TD2VINAUR. </html>

0CHEGTG1taXR1ZDEANESGALUECkMUCS VydG.me ¥1uZyBBdXRob3 T pdHkxOTAI BgNVEANTHGUE TXVkaHIhIFN1 YL
BDOSENb3 1902 xhed gl i BELZN LbWVuACETaWauZ X Igh] AyNi A=FuOYND AyM3 Tuliz 10N ZaF w0yl zAyMI Ewliz 100
§ZaM1TENDELKAKGALUEBRNCSU4xL At BoNVBAC TIESBVE LP TF HIFNF QLVSSVRIRVAGREVQT INJVESSUSBUS U LT
VEVENSoWEAYDVQOLEyFCVVI TkVTUyBERVZF TES QTUVOVCBETEQYIF JPRFVDVF My Dz ANEGIVEBETE I QuiD A MzE
UMBIGALUECENL TUF IQVIBUDRUUKEXDzANBlIVE Ak TB I LVTUTBS TF£HF 0GA L UEMXNUNF RT TEZNTOSSLCBE TFAI Tk
s [FRSQURF [FdPUkxELCBLOU L BTEEQTULKTFND TO LOTLVORCUgUOVOOVEBVEkgQkF OOVCg TUF SRy wg TEGKRY Iglf
EFSPIlyxS TRERCHVE ATITON T4 Y0z Yilla Y2 1173 T Wz i3 E e N T ANOT T3z i M0 057 4 PANDFL YA YTF | 20D o
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Case 11

iv.

Vi.

Vii.

viil.

iX.

xi.

Affected Asset i.e. IP/URL/Application etc.
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https:// eservices-test.nsdl.com/pandematlinkservice/PanDematLinkService

Observation/ Vulnerability title

Improper Input Validation

Detailed observation / Vulnerable point

It is observed that the application does not validates user inputs, this can

affect the control flow or data flow of a program.

CVE/CWE

CWE-20

Control Objective #
NA

Control Name #

NA

Audit Requirement #
NA

Severity

Low

Recommendation

All only the required characters for all the parameters as per requirement by
whitelisting of those fields with not allowing all special and meta characters.
Data type validators available natively in web application frameworks (such as
Django Validators, Apache Commons Validators etc.). Minimum and maximum
value range check for numerical parameters and dates, minimum and
maximum length check for strings. Array of allowed values for small sets of

string parameters (e.g., days of week).

Reference

Case II

New or Repeat observation
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New

XIl.

References to evidence / Proof of concept
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Step I: Enter malicious javascript code in url encoded format and run the
api.Observe that the application accepts as given screenshot below.

b <scapenv:EZnvelope = N Z [E] ===

socapenv:Header 3 |[E  <soap:Header

h *soapenv:Body> =0 “wsse:Security n

il dit:verifyPanDematLink: 2= wsu: Timestazp d="TS-1543"

b dic:DitRequest unigueleque DSICazala-j=0soo wsu:Created-2024-06-15T11:54:53. 5472~/ wsu:Created-
<req:PAN-ACUPB3447J</zeq: PANFS3c3 735633 725655708 745324514 | wsu:Zxpires-2024-06-15T11:55:53.5472</wsu:Expires>
~req:Name>vikhati bhatt</req:Name- /wsu:Timestamp>
< req:DematAcccuntiurber-IN300€4415278504~/ req: DematAccour = <ds:Signature Id="SIG-1544"
<reg:MobileNumber>75339747€8+/req: HobileNumbex > = ds:SignedInfc
~req:Emailld-DurgeshVensdl.com/req:Emailld CanonicalizationMethod S sEg/ 2001/ 10/

/dit:DitRequest: slgqacuveyecnnd mldsig:
dit:verifyPanDematLink> = RI="#TS-1543
' soapeny:Body = <ds :Transforms>
¢ soapeny :Envelopes ds:Transform
ds:Transforms>
<ds :DigestMethod http mldsig
<ds :DigestValue>RHI+ulxFQqiIn7 ZhZdWE+PSbml A=</ ds : DigestValue
ds:Reference:
ds :SignedIng
ds:SignatureValue aLAstDSmDFbKZHD‘eIIQuQnCQEI1341pK7V2bV]1YWKDmL]KCJ135
= ds:KeyInfc ~CB2ECEBAAE
= <wsse:SecurityToken®
<usse:KeyTdentifier
wsse:SecurityTokenReference:
ds :KeyInfo-
/ds:Signature:
- =/wsse:Security>
I soap:-Header
= E  <soap:Body>
R ERER = ns2 '\:ez:LfyF'anDana:Linklasp nse
= ns2:DitResponse unigu
ns3:nameVerFlag=-N</ns3:nams\
ns3:panDematicentlinkageFlag>Y</ns3:panDematheentlinkageFlag
Username: | | ns3:mobileVerFlag>N</ns3 :mobileVerFlag>
B | | ns3:emailVerFlag>N</ns3:emailVerFlag:
ns2:DitResponss:

Borpaie | | </nsz:verifyPanDematlinkResponse-

fsoap:Body>

Pre-emptive auth: (%) Use global preference /soap:Envelope

(1 fvthenticate ntheehs

Case II:

Observe that the data is Base64 encoded .Enter malicious javascript code

in and send the request. Observe that application accepts the data and we receive a

200 OK response.

aw  Hex

<ds:8ignaturevaluss
Call/ tolint IKL TobL2Ge T3 HEINCHUXbee VB2 L +1DAER1FHKZKahiDy-+55 45 M1 v Buk ke s
e TEVERTHCS
2/0541; 1P HSP Luog2 Lm7ersP Un LU I TRAZGR
*3EAHUGL1\\dqhv:auA‘/ch{EvaHUthqp+TNLdJmVAU5T45XIHQan.hmEFX]zzqIOAmX‘ElTTHDFU/ X
2/2NP+o5xadhs gHgtpygBUL8SatHdwd/ ¢« IOk
4/ iy Val ey
€4E726347DI4ADE9E3 1718TIEISLI204EE">
SecurityTokenReference wsu: 1d-"STR-64E796347D34AD29631719796352920467 ">
cificr EncodingTyp:
n.oxq/ v

2004/01/0as15-200401-vss-Soap-mme:

age:

ecurity-1.0f
Base€4Binary” ValueType:

/docs .oasis-open. org/wss/2004/01/0as515-200401-vs3-¥509-token-protile-1. 0§K50

ov3n>

ZU112GhyYSBHaV 1 pAGVKHROWGYDVOQLEXRDZXIDaUZ5 AW ST EF 1dGhveml0e TE2 WD OGA 1UE AXHE 25 1TV
VRO CIEQU3V 1 TENB1GZve IBDBGF 2eyAz ESY 22 FuaXihlG1uD 1 AyMD [yHB4 XD TIOND TyM3 A3 MIUONVOX
DTT3 D IyHTA3 NI UOMVOVgGF HHOS WCQYDVOQGEWI TEVHCOGA 1 UECh I TIF US USOQUVGUOVDVVII VE LE
UYBERVBRUOLUTLIZ1EXd TU1URUQxKI ABGNVEASTI UJVUO 1ORVIT I ERF VicVNT 1ENEUSUTEF ORCEQUESE
VUNUUZFINECGA | UEFEN AMuBn Y Td 10VF hZWU DMy ZTUDNGU LDV N33 NTgOK] d1 Y@ ZmE WY1 Y2y
YUZ3N2 Y2 EyNFIllIEXCG T z0TEPHAOGA LUEE) EqYDVOQTEWCNQURBUKF TSFRS QTR
MECG A LUEBRNAN )11 2DN 1 ZTh Y3 Vil ) EZOUYyNT [x MDOS ) c3 M1 22D Ll QuHUF Y2 NNNUJ kN2 QwODED
NVESHGHXOTIeyM 3Ky 23 EHBUGALUE AXMVUF JEUONETLQgTF JBTUSE TF ZBROF DX 213 JpeHO+Yix Lengo
CDgPPCEZT3TpeHA+ITE 1HADGCSAGS [hIDQEBACU AR TEDwAUGIEKAS B AQD THESHC 1 TRRIE 56
3UELAKZIV3 UM/ OHYVNEXMSG2 AEG 1acBL L CyDAQINS +uONyF=ENCKT 1 EFdDSMOko5 Or0=whIQKAGL / o
dus A=0ah 1 1XS54SYDYWEHH1 1687 7hmICh /G Evpy Y L DUSCKSGOEF UEA Ze IS yhyRSECUISKKBEN U ZPII>

MIIGHTCCBVEgAW IBAGTEAKS 5] ANBOKIK 1GEWOBAUSF ADE HIQS WCOTDVAQGE 00 13 EXHEY GAIUECREF

Target: https://eservices-test.nsdl.cor ﬂ

Response

Pretty

Raw

Hex a

HTTP/ 1

£ cur
==3153£000;

Stiivi
¥ %S5-Protection: 1; mede
#-Frame-Cprions: SAMEORIGIN
Vary: Accept-Encoding, User-Agent
7 X-Frame-Cptions: SAMEORIGIN

© X-XS§-Protection: Ljmod:
< ¥-Content-Type-Options:
Beferrer-Policy:
1 Cache-Control

incl

ins; preload

lock

nosnite
no-referrer-vhen-dovngrade
ache , no-stors, max-ag==0, must-revalidate

1 che
13 Ststen Tranﬁ]mr\: Security: max-age=31536000; includeSubDomains: preload

14 Content: olicy: default-src 'self'; script-src 'nonce-(NONCE}'; img-src 'self';
frame-src wyv.google.com; style-src 'selfi;
15 Recess-Control-Allow-Origin: hrtps://eservices-test.nsdl.com, hteps://115.112.16.71
16 Access-Control-Allov-Headsrs: ORIGIN, X-REQUESTED-WITH, CONTENT-TYPE, authorizacion, id token,
state, nonce, client_id, 8 l-allow-origin, 1-allow-nethods,
= ol-al caders, ol-alloy-credentials, accept
17 hocess-Control-Allow-Nethods: POST, GET, PUT

18 ALLEGE Control-Max-Age: 0000
y-Policy: frame s hceps://netportalsup.hdfchank. com/
mcps-//fuxamac hafcbank.com/* heeps://porcaluat. hdfebank. com: 5443 /%
ps://ribstaney. icicibank.com/ ¥ https://ribuat.icicibankltd.com/corp/t hteps://10.150.5.70/
h\:tp'//JD 150.5. 41/ hnps-//esexvu:s test.nsdl.com/ hteps://crmplus. zoho. in/
Content-Length:

TIuLOpKSbchxR7HdDNTQHHUGuQsLBhEIEE‘{anLEFJEJJpFu 1a0D3VUkUNFb 0nadGLWPnar INGOpEdn

G3hJketUcOAYE 5 AVIZkYGEOXnN=S 1 FVir HIOvasym]oB TeyQEATnTAx L/ 7Y/N1UESS54XIF Tqspaznih | 21 Comnection: close
9¥0B e 3ubollKXvi4w0XEB 0B+ AV LopHxv €108 J 22 Content-Type: text/wml;charset=UTF-8
AgMBAAGIgyTmMIICT, UK TSEFOVF ZAT INETCSD Ty 5T AVgBSy | 23 Set-Cookie: NLO1748500-
Boe 1 78P 207 1 [ht U2/ 81 =S%0E qwDATDVROTAQH/ 01=02=5d2adE 745202806 Dce0d5£818280058h06 ad1dade 240087 L£087 £EbaBABIE4
DURDLAQH/B EvghsGALUAIASB=CE bS4bbEESATLS; Path=/; Domain-.eservices-test.nsdl.com;
xDA\:EngngkAg}thzAthgrEgEFEQcCAjAVGh.NancmyAzTENJcanZmJ]YXRJHCDGEmCCZGQCA]A]
21D TgQ2 HYIJKZAETAjBFMENGCCSGAQUFBWIB | 25 <soap:Envelops xmlns:seap="http://schemas.xmlsoap.org/soap/ envelops/">
103 I5L2NveyS LLUL1ZGhy TESDUF <soap:Header>
CCsGAQUF EQevATT 283c3AuzS iSecuricy xmlnsiwsse="
Bzach) hL 10930 SL2NRYZ 5 Iy BEtpi//docs . oasis-open. or g/ vs/ 2004/0L/0 4 i5- 20040 1-vea-amsCuE it y-seeeRt—L. 0. Had"
- 108305L2NyY xmlnsiws
DHNYZUL F540STALLTqIuKS h!:‘:]):,’,‘dm:s asis-open. org/wss/3004/01/ 0asis-20040 1-vss-w:

ecurity-utility-1.0.xsd"

=D
1B 162vc iBDhGEzcyAZIES 22 FuaXil
hdG1vbiAyMDIyME4XDTIOMDIYM)A3

Inspector

See more

Decoded from: Basesd v O @

082 06nD B2 05U a0 03 02 O
0202 04 01 ~e e60 \x 05 \&*
96 HEE 7 \z 01 OL 0b 05 \0
0~10h 0\t 05 03U D4 DE 13
02 INL 180 16 06 02U 04 \m

13 0f evudhra Limitedl a0 4
0E 03U 04 Ob 13 14 Certifyin
g Authorityled 05 03 U 04 03
13 —e-Mudhra Sub CA for Class
3 Organisation 20220 le 17

iz 2402220725417 17 \r 2702210
7254120 82 01 Gl 050 \e D& 03
UO4 06 13 02 INI/0- 08 03U
04
13 GNATIONAL SECURITIES DEEOS
ITORY LIMITEDL*D( 05 03U G4
05 13 |BUSINESS DEVELOEMENT A
ND PRODUCTSLIOG 05 03 U 04 14
13 @2dfaTe0aase 1832e540e545h5
5c18427bhc0falbDecdzatcTfE3a2
6afE118b301 08 0 \x 05 03U 04
1L 13 024000131 14012 02

03004 08 13 Ob MAHARASHTRAL
10G 05 03 U4 05 1% @28bdibes
eh5£2130£21210482772b3d9£6401
aaccalbd7d08 145a90c1992292€ 1
D& 03U D4 03 13 15 PR

a0k

s0ap:mustUndeTstand="1">
)(XF7LAEJJY39yT7HA/quSSSJuOStylyIEPJfoniYTnyeEl]wfupCJGbKVdekFahSRXAgDET‘iRkVHL <usu:Timestamp vsu:Id="TS-1551"> AT
‘53YK) AuGE 3+T1/ ATAPOXhmAZL+90054 1P/ HKF/ RZ <usuiCreateds 0L 05 0 03 B2 0L Of \0Q 82
z:Evu»mamvmrmsnn XEnawd Ik 6-19T12:08: 16. 1012 Pt
. > <~/W3L-‘r (i 02 82 Bl 01 \0 €8 0K! \n
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Observations

Case I: Base 64 is used for encoding

<Confidential>

Step I: It was observed that password is encoded with base 64 which can be easily
decoded using online tools as shown in the given screenshots below.

e |[<]¥][>]v

Lo B

Request Response

Pretty Raw  Hex = Pretty Raw  Hex

1 anu 1200 0K

<soapenv:Header>

iBinarySecurityToken EncodingType=" T

0asLs-0pen. X/ ss/2004/0L/ 0831520040 1-vss-s0ap-nessage-secur ity-1.0fBasecd | 7 X Te e Ont o CRIGIN
Bissectiod Lnioiey
4204 220040 £x50003" M i 1996 Gutions! sommize
"E4ET9E347D3 2ADE: s;:umms ©32471"> Li

su.
R R O T A L e 0 L e
Ut

curity xmins:wsse=" 2 Dat=: Wed, 15 Jun 2024 12:09:16 GHT
asis-open. org/uss/2004/01/0asis-200401-uss-3ssecur ity-secext-1.0, xsd" Strive Transport-Security: max-age=31536000; :ncludsSubDomains:
¢ ¥-¥33-Protection: 1; mode=block
oasis-open.org/vss/200/0L/oasis-200401-vss-vssecur ity-ucility-1.0.xsd"> S ¥-Frame-Cptions: SAMEORIGIN

Catne Guntng ) noivacne | mesdfure AR RS ETLSRIS

preload 082 06 deD82 05 c& a0 03

Target: https://eservices-testnsdl.com /5

O== Inspector

Decoded from: Base6t v O @

02 01 02 02 04 OL-e 60 \x
D5 \e* EEH8E £7 \r 0L 01
Ob 05 \0DBL 811050 & 08
03U 04 05 13 021Nl 180 18
05 03U 04 \n

T3 OF eMudhra Limitedl 140 1
05 03U 04 0b 13 14 Certifyin

UndnnatangTL Y

TVKaHIRIFNL| | 12 Pragma: no-cache g Authoritylo07 06 03U D4 03
YiBDOSEmb3 BERNIbTVACETaRduZK T oM Ay e 3 Strice : max-age=31536000; :ncludsSuhDemains; preload 13 De-tnudhea Sub CA for Class
10M3Zal 1T L TIKSEVELPTITHI cy: detault-sic 'selt!; script-src 'nonce-(NONCE)'; ing-are 'self’ 2 bocument Signer 20220 1e
SULIVEVENSouKAYDVQQLEYF CUVNOTKVTUYBERVZF TESQTUVOVCBETKQQUF GERFVDVF | T e 1 20724262 17 1x 2702
AxMZEUNBICALUECBNLTUP Bl UTUIBSTR EMFOCALUENANUNFRITEZNTOSSLCBS | | 15 Acce. 1-a1 < hetps nsdl.com, https://115.112.16.71 NI & kit e
17dd Tices 1FRSQURF IF ARURKELCBLAUIBTEEGTULHTFND TOLQT. UFSRywoTE ontrol-AL . ORTGIN, %-PEQUISTED_WITH, CONTENTTYPE, suchorisavion, id token, | | %0 e
SXRVIGUEFSRUuxSTBBGNVEAUTOD [4 o0z T4 T2 1127 Lz Lnlf SyNTADOTI3N 2] L2 Q521 YODERTUN TTF L atate, nonce, client id, 1-allov-origin, -allov-methods,

TBINTKSHA T TKORTIESBVELPTRFHIFNFQL TINIVESSE ol-allou-heaters, access-control-allov-credentials, accept g
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Mitigations

Implement SHA-256 algorithm to transfer sensitive data.
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Appendix ‘A’

OWASP TOP 10 API Security: 2023

The Open Web Application Security Project (OWASP) is a non-profit foundation dedicated to
improving the security of software. OWASP API Security Top 10 is an online document on
OWASP’s website that provides ranking of and remediation guidance for the top 10 most
critical web service / API security risks. It represents a broad consensus about what are the
most critical API security flaws. The risks are ranked and based on the frequency of
discovered security defects, the severity of the vulnerabilities, and the magnitude of their
potential impacts. The purpose of the report is to offer developers and security professionals
insight into the most prevalent security risks so that they may incorporate the report’s
findings and recommendations into their security practices, thereby minimizing the presence
of these known risks in their web service / API.

The following table summarizes the OWASP API Security Top 10 2023 Most Critical Web
Service / API Security Vulnerabilities:

API1: Broken Object Level

2023 Authorization

Unauthorized access can result in

APIs tend to expose endpoints that data disclosure to unauthorized
handle object identifiers, creating a parties, data loss, or data

wide attack surface Level Access manipulation. Unauthorized access to
Control issue. Object level objects can also lead to full account
authorization checks should be takeover.

considered in every function that
accesses a data source using an input
from the user.

API2: Broken Authentication

2023
Authentication mechanisms are often  Attackers can gain control to other
implemented incorrectly, allowing users’ accounts in the system, read
attackers to compromise their personal data, and perform
authentication tokens or to exploit sensitive actions on their behalf, like
implementation flaws to assume money transactions and sending

other user’s identities temporarily or  personal messages.
permanently. Compromising a
system’s ability to identify the
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client/user, compromises API security
overall.

Broken Object Property Level
Authorization

Looking forward to generic
implementations, developers tend to
expose all object properties without
considering their individual
sensitivity, relying on clients to
perform the data filtering before
displaying it to the user.

And binding client provided data
(e.g., JSON) to data models, without
proper properties filtering based on
an allow list, usually leads to Mass
Assignment. Either guessing objects
properties, exploring other API
endpoints, reading the
documentation, or providing
additional object properties in request
payloads, allows attackers to modify
object properties they are not
supposed to.

Unrestricted Resource
Consumption

It's common to find APIs that do not
limit client interactions or resource
consumption. Crafted API requests,
such as those including parameters
that control the number of resources
to be returned and performing
response status/time/length analysis
should allow identification of the
issue. The same is valid for batched
operations. Although threat agents
don't have visibility over costs
impact, this can be inferred based on
service providers’ (e.g. cloud
provider) business/pricing mode

Broken Function Level
Authorization
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Excessive Data Exposure commonly
leads to exposure of sensitive data.

Exploitation may lead to privilege
escalation, data tampering, bypass of
security mechanisms, and more.

Exploitation can lead to DoS due to
resource starvation, but it can also
lead to operational costs increase
such as those related to the
infrastructure due to higher CPU
demand, increasing cloud storage
needs, etc.

Such flaws allow attackers to access




Complex access control policies with
different hierarchies, groups, and
roles, and an unclear separation
between administrative and regular
functions, tend to lead to
authorization flaws. By exploiting
these issues, attackers gain access to
other users’ resources and/or
administrative functions.

Unrestricted Access to Sensitive
Business Flows

Lack of a holistic view of the API in
order to fully support business
requirements tends to contribute to
the prevalence of this issue. Attackers
manually identify what resources
(e.g. endpoints) are involved in the
target workflow and how they work
together. If mitigation mechanisms
are already in place, attackers need
to find a way to bypass them.

Server-Side Request Forgery
(SSRF)

Lack of or improper validation of such
URIs are common issues. Regular API
requests and response analysis will
be required to detect the issue. When
the response is not returned (Blind
SSRF) detecting the vulnerability
requires more effort and creativity.

Security Misconfiguration

Security misconfiguration is
commonly a result of unsecure
default configurations, incomplete or
ad-hoc configurations, open cloud
storage, misconfigured HTTP headers,
unnecessary HTTP methods,
permissive Cross-Origin resource
sharing (CORS), and verbose error
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unauthorized functionality.
Administrative functions are key
targets for this type of attack.

It might prevent legitimate users
from purchasing a product, or lead to
inflation in the internal economy of a
game.

Successful exploitation might lead to
internal services enumeration (e.g.
port scanning), information
disclosure, bypassing firewalls, or
other security mechanisms. In some
cases, it can lead to DoS or the
server being used as a proxy to hide
malicious activities.

Security misconfigurations can not
only expose sensitive user data, but
also system details that may lead to
full server compromise.




messages containing sensitive
information.

Improper Inventory Management

APIs tend to expose more endpoints
than traditional web applications,
making proper and updated
documentation highly important.
Proper hosts and deployed API
versions inventory also play an
important role to mitigate issues such
as deprecated API versions and
exposed debug endpoints.

Unsafe Consumption of API’s

Developers tend to trust and not
verify the endpoints that interact with
external or third-party APIs, relying
on weaker security requirements such
as those regarding transport security,
authentication/authorization, and
input validation and sanitization.
Attackers need to identify services
the target API integrates with (data
sources) and, eventually, compromise
them.

<Confidential>

Attackers may gain access to
sensitive data, or even take over the
server through old, unpatched API
versions connected to the same
database.

The impact varies according to what
the target API does with pulled data.
Successful exploitation may lead to
sensitive information exposure to
unauthorized actors, many kinds of
injections, or denial of service.

Table 1: OWASP API Security Top 10 - 2023

Reference: https://owasp.org/www-project-api-security/
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Appendix ‘B’

SANS TOP 25 Most Dangerous Software Errors

The SANS Institute is a cooperative research and education organization. The SANS Top 25

Most Dangerous Software Errors is a list of the most widespread and critical errors that can

lead to serious vulnerabilities in software (please note: not all vulnerability types apply to

all programming languages). The vulnerabilities include insecure interaction between

components, risky resource management, and porous defenses.

The following table summarizes the CWE/SANS TOP 25 Most Dangerous Software Errors:

M“

1 CWE-119

Improper Restriction of Operations
within the Bounds of a Memory
Buffer.

2 CWE-79

Improper Neutralization of Input
During Web Page Generation ('Cross-
site Scripting')

3 CWE-20

Improper Input Validation

4 CWE-200

Information Exposure

5 CWE-125

Out-of-bounds Read

Page 20 of 25

The application performs operations
on a memory buffer, but it can read
from or write to a memory location
that is outside of the intended
boundary of the buffer.

The application does not neutralize or
incorrectly neutralizes user-
controllable input before it is placed
in output that is used as a web page
that is served to other users.

The application receives input or
data, but it does not validate or
incorrectly validates that the input
has the properties that are required
to process the data safely and
correctly.

The application exposes sensitive
information to an actor that is not
explicitly authorized to have access to
that information.

The application reads data past the
end, or before the beginning, of the
intended buffer.




10

11
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CWE-89
Improper Neutralization of Special

Elements used in an SQL Command
('SQL Injection')

CWE-416

Use After Free

CWE-190

Integer Overflow or Wraparound

CWE-352

Cross-Site Request Forgery (CSRF)

CWE-22
Improper Limitation of a Pathname to

a Restricted Directory ('Path
Traversal')

CWE-78

Improper Neutralization of Special
Elements used in an OS Command
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The application constructs all or part
of an SQL command using externally-
influenced input from an upstream
component, but it does not neutralize
or incorrectly neutralizes special
elements that could modify the
intended SQL command when it is
sent to a downstream component.

Referencing memory after it has been
freed can cause a program to crash,
use unexpected values, or execute
code.

The application performs a calculation
that can produce an integer overflow
or wraparound, when the logic
assumes that the resulting value will
always be larger than the original
value. This can introduce other
weaknesses when the calculation is
used for resource management or
execution control.

The Web Application does not, or
cannot, sufficiently verify whether a
well-formed, valid, consistent request
was intentionally provided by the
user who submitted the request.

The application uses external input to
construct a pathname that is intended
to identify a file or directory that is
located underneath a restricted
parent directory, but the software
does not properly neutralize special
elements within the pathname that
can cause the pathname to resolve to
a location that is outside of the
restricted directory.

The application constructs all or part
of an OS command using externally-
influenced input from an upstream

component, but it does not neutralize




12

13

14

15

16

17

18
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('OS Command Injection')

CWE-787

Out-of-bounds Write

CWE-287

Improper Authentication

CWE-476

NULL Pointer Dereference

CWE-732

Incorrect Permission Assignment for
Critical Resource

CWE-434

Unrestricted Upload of File with
Dangerous Type

CWE-611

Improper Restriction of XML External
Entity Reference

CWE-94

Improper Control of Generation of
Code ('Code Injection')
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or incorrectly neutralizes special
elements that could modify the
intended OS command when it is sent
to a downstream component.

The application writes data past the
end, or before the beginning, of the
intended buffer.

When an actor claims to have a given
identity, the software does not prove
or insufficiently proves that the claim
is correct.

A NULL pointer dereference occurs
when the application dereferences a
pointer that it expects to be valid, but
is NULL, typically causing a crash or
exit.

The application specifies permissions
for a security-critical resource in a
way that allows that resource to be
read or modified by unintended
actors.

The application allows the attacker to
upload or transfer files of dangerous
types that can be automatically
processed within the product's
environment.

The application processes an XML
document that can contain XML
entities with URIs that resolve to
documents outside of the intended
sphere of control, causing the product
to embed incorrect documents into its
output.

The application constructs all or part
of a code segment using externally-
influenced input from an upstream
component, but it does not neutralize
or incorrectly neutralizes special
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elements that could modify the
syntax or behaviour of the intended
code segment.

19 CWE-798 The application contains hard-coded
credentials, such as a password or
Use of Hard-coded Credentials cryptographic key, which it uses for

its own inbound authentication,
outbound communication to external
components, or encryption of internal
data.

20 CWE-400 The application does not properly
control the allocation and
Uncontrolled Resource Consumption maintenance of a limited resource,
thereby enabling an actor to influence
the amount of resources consumed,
eventually leading to the exhaustion
of available resources.

21 CWE-772 The application does not release a
resource after its effective lifetime
Missing Release of Resource after has ended, i.e., after the resource is
Effective Lifetime no longer needed.
22 CWE-426 The application searches for critical
resources using an externally-
Untrusted Search Path supplied search path that can point to

resources that are not under the
application's direct control.

23 CWE-502 The application deserializes untrusted
data without sufficiently verifying that
Deserialization of Untrusted Data the resulting data will be valid.
24 CWE-269 The application does not properly
assign, modify, track, or check
Improper Privilege Management privileges for an actor, creating an
unintended sphere of control for that
actor.
25 CWE-295 The application does not validate, or

incorrectly validates, a certificate.
Improper Certificate Validation
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Table 2: CWE/SANS TOP 25 Most Dangerous Software Errors

Reference: https://www.sans.orqg/top25-software-errors
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Appendix 'C’

Tools Description

Burp Suite Professional
Portswigger’s Burp Suite Professional is an advanced set of tools for testing web security.

Burp Suite offers the features for both manual and automated scans. Through Burp Suite,
a user can intercept HTTP traffic, find hidden attack surface, assess strength of tokens,
perform brute-forcing and fuzzing, construct CSRF exploits, modify HTTP messages, scan
for common vulnerabilities including the OWASP Top 10.

SoapUI
SoapUI is a tool for testing Web Services; these can be the SOAP Web Services as well

RESTful Web Services or HTTP based services. SoapUI is an Open Source and completely
free tool with a commercial companion -ReadyAPI- that has extra functionality for
companies with mission critical Web Services.
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